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Lecture 17
Digital Signatures

CS409/6011: Introduction to Cryptography
Sruthi Sekar



Big Picture so far

How to establish secret keys
between Alice and Bob?

WORLD OF ASYMMETRIC KEYSX

Key Agreement Protocol
Public Key Encryption
Trapdoor Permutations

Digital Signatures

CRYPTOMANIA

. % What assumptions do we use to
" TS build the different primitives we
have seen so far?
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One way Functions

C Fackorig MINICRYPT

Collision Resistant Hash Functions (CRHFs)

HW (will give you some
assignment questions) ®



Big Picture so far

HARDNESS CCA-SKE
KEY EXCHANGE ASSUMPTIONS 7 .

CPASKE ~ MAC

......................

) . o .,

) TN e

.

Som 4 ‘.@
LR . H
> 0 . ay,
- - +3 0 . 3
CCA PKE &g CPA PKE sgrntta,, : o _." = “‘,-.-..‘-
<, " te, . 3 K H o K
. s . . % ) . o . O
= RO . e K13 g R
o o . ch . K o

..........

g
o,
g
.
.,
‘e,
--------------------
......................................................................
0
.

?» open -Y»doesn’t imply --»implies



CRYPTOMANIA MINICRYPT
HARDNESS CCA-SKE

KEY EXCH ANGE ASSUMPTIONS
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CPA-SKE MAC
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@ Lamport Signature (For fixed-length messages) <«
@ For arbitrary-length messages ®+ CRHF o
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Recall: Message Authentication Codes

m——> Macg() I, ¢ > Vrfyk() —>0/1
1y Bob
t; K
S
MAC Oracl
- Wins if she outputs (m’,t") form’ & Q
Q= tmy - mg} Mal}f)ry and Vrfy,(m’,t") = 1
Chosen-Message Attack (CMA) Existential Unforgeability (EU)

Must be unable to forge a valid new tag from previously seen tags
“on messages of its choice”. The forged new tag can be on any message of its choice.

SYMMETRIC WORLD -

THE PUBLIC-KEY WORLD

l



Public-key Analogue of MACs

=\ Jign this and send 046
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. Want: No one should be able to forge Bob’s sign
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What key does Alice use to verify?

Who has the public key and who has the secret key
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Digital Signatures in Action

O o (©) & wikipedia.org ¢

WIKIPEDIA

The Free Encyclopedia

English B&E
6,873,000+ articles 1,427,000+ 2%

Pycckuit

1996 000+ craTeit

Espaiol
1.974.000+ articulos

Deutsch
2.937.000+ Artikel

Frangais
2631000+ articles

L3S

1,438,000+ &8 | &

Italiano
1.879.000+ voci

Portugués ¥
1.132.000+ artigos alio 4| 1) 00

XA Read Wikipedia in your language Vv

Safari is using an encrypted connection to www.wikipedia.org.

Encryption with a digital certificate keeps information private as it's sent to or from the
https website www.wikipedia.org.

B DigiCert Global Root CA
L. B DigiCert TLS Hybrid ECC SHA384 2020 CA1
L. B *wikipedia.org

Issuer Name
Country or Region US
Organisation DigiCert Inc
Common Name DigiCert TLS Hybrid ECC SHA384 2020 CA1

Serial Number OC 74 5D CA E5 3F 59 10 3B ED A2 47 7C CCE7 3A
Vareinm 2
Signature Algorithm ECDSA Signature with SHA-384 ( 1.2.840.10045.4.3.3 )
Parameters None

Not Valid Before Thursday, 26 September 2024 at 5:30:00 AM India Standard Time
Not Valid After Saturday, 18 October 2025 at 5:29:59 AM India Standard Time

Public Key Info
Algorithm Elliptic Curve Public Key ( 1.2.840.10045.2.1)
Parameters Elliptic Curve secp256r1 ( 1.2.840.10045.3.1.7 )
Public Key 65 bytes: 04 29 FEF7 0279 C9 82....

Hide Certificate




Digital Signatures: Syntax

m Bob

v

Gen(1" k, sk
Accept if and only if: en(1%) - (pk, sk)

Vrfy(pk, (m, G)) =1

o = Sign(sk, m)

A

T e e e T T T O T L T CCT P CC TR CCE AR CEY

Security?

Mallory must be unable to forge a valid new tag from previously seen tags
“on messages of its choice”. The forged new tag can be on any message of its choiceD

Chosen-Message Attack (CMA) Existential Unforgeability (EU)




EU-CMA Security of Digital Signatures

[T = (Gen, Sign, Vrfy), M

pk S |

Challenger q queries Mallory

: 14 :

pk, sk « Gen(1") Signsk() 0i~ Q = {my, my, ..., mq} ‘wins
: o SigForgepayiory,n(h):

Forged tag on message of its choice Outputs 1, ifand only if |
Vrfyg(m,t) = 1 and m € Q;

A digital signature scheme IT = (Gen, Sign, Vrfy) is existentially unforgeable under a chosen-message attack
| if for all PPT Mallory (q queries), there exists a negligible negl such that ¥ n: |

Pr [SlgForgeMalloryH(n) = 1] < negl(n) .



Quiz Time

EU-CMA secure or not? II = (Gen, Sign, Vrfy) be EU-CMA secure

T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T P P P P TP P P TP PP TP P PP PP T PP PP PP Ty

Truncate-then-sign : Sign’(sk, m = m; ...m,_;my) := Sign(sk, m; ...my_4)
' Vrfy' (pk, m, o) = Vrfy(pk,m; ...my_4, 0

Sign-then-truncate :

Vrfy'(pk, m, ¢’) := accept if Vrfy(pk, m,c'0) = 1 or Vrfy(pk,m,a'1) = 1

Sign-then-append: Sign’(sk, m) := 60, where o « Sign(sk, m)
Vrfy' (pk, m, ob) = Vrfy(pk, m, o)

..............................................................................................................................................................................................................................................................................................................................................................................................

HW 1: Prove by reduction that sign—then%

truncate and sign-then-append are secure!'
7 o

Sign’(sk,m) = 07 ... 05_1, where 0y ...0,_,05 < Sign(sk, m) \/

10
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@ Lamport Signature (For fixed-length messages) <«
@ For arbitrary-length messages ®+ CRHF o

~'P» open Yz doesn’t imply ---»implies H



A One-time DS (q=1): Lamport’s Signature

Theorem 1: OWF = One-time Digital Signatures for fixed-length messages

{£f,:{0,1}" = {0,1}"}pen: OWF Family  Gen®WF(1M) - £,
y

M ={0,1}3
(£ = 3) .
Vrfy(pk, 011, 0): Gen(1™):

Xo01 | X2 |X o
o = X01 sk = o1 1702 1705 Xjj €R {0,1}"Vvi, j
- X11 | X12 |X
X1o |X13 11 |X12 [X13
k[011]: 122 pk = 211702 1V03 |y, = f(xy)Vi,
p ' m=011 Y11 | Y12 | Y13
Y12 | Y13 -
Sign(sk, 011): N
Output: 1, if and only if " 01
“f(o) = pk[011]” « P%,0 0 = X01,X12,X13 X172 [X13




A One-time DS (q=1): Lamport’s Signature

Theorem 1: OWF = One-time Digital Signatures for fixed-length messages

.................................................................................................................................................................................................................................................................................................................................................................................................................................

x* €g {0,1}" Inv Mallory
1 y* =f(x") b*er {01} j €r {1,2,3} m
ok — X01 [X02 (%03 | If my —b* 1 ——_Abort; y Two cases
X11 X13 | Elseo = Xm11||Xm22||Xm337) of abort
Yo1 [Yo2 [Yo3 P — Abort,
) ) Y11 |Y ¥13 Else G]* —Xb*]
Yoij* =Y

Pr[Inv inverts f(x*)] = Pr[Abortz |Mallory wins, Abortl] - Pr[Mallory Wins|Abort1] - Pr[Abort]

> 1 non-negl (**the above game is only for £ = 3, can be generalized) @ =

ﬁ[Katz and Lindell (Third edition), Thm 14.10]



One-time DS to Many-time DS?

e

‘ll
A.
N

é)Can you find an attack if Mallory is allowed to make two queries to Signgj, ?

\
<7

How to fix Lamport signature to get EU-CMA secure DS for fixed length messages?

Assuming stateful signing (Signg, maintains a state) - tree-based signatures

For stateless, assuming that CRHF exists, there exists an EU-CMA DS

ﬁCan skip, if interested see: [Katz and Lindell (Third edition), Ch 14]

*Reasons to show this scheme: it’s one of the digital signature constructions that gives a quantum-secure one!
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@ Lamport Signature (For fixed-length messages) <«
@ For arbitrary-length messages ®+ CRHF o

~'P» open Yz doesn’t imply ---»implies "



Recall: Collision Resistant Hash Functions

[T = (Gen, H): Gen(1™) — k, HX takes inputand outputs HX(x) € {0,1}¥®™

If HX only defined for 0,13’ @ for £'(n) > ¢ (n) called a compression function.

Challenger

k wins

k « Gen(1")

<

HashCollcg1ip 11 (n):
Outputs 1, if and only if

X, X'
Collin outputs a collision

A

A hash function II = (Gen, H) is collision resistant if, for all PPT adversary Collin,
there exists a negligible function negl such that
Pr[HashColl¢opinn(n) = 1] < negl(n) °



The Hash-then-Sign Paradigm

Iy = (Geng, Signg, Vrfyg), M = {0,1}*  (Geny, H): output length £
Fixed-length EU-CMA DS CRHF

1 = (Gen, Sign, Vrfy), M = {0,1}"

Gen(1"™): Compute (pk, sk) « Geng(1™) and k « Geny CRHF .
output public key (pk, k) and secret key (sk, k) Fixed-length DS
m—{ HK Signg —o
Sign((sk, k), m): On input m € {0,1}* compute and Arbitrary T
output 6 = Signg (sk, HX(m)) length o

Vrfy((pk, k), m, 0): Output 1 if and only if Vrfyy (pk, HX(m), G) =1

17



The Hash-then-Sign Paradigm

Theorem: CRHF = Digital Signatures for arbitrary length messages

ON THE BOARD BY ONE OF YOU

18



Next class
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@ Dlog-based: Identification Scheme + Fiat-Shamir

~'P» open Yz doesn’t imply ---»implies +



I READ THAT SCIENTISTS
ARE TRNING TO MAKE
COMPUTERS THAT
THINK .

ISNT THAT WEIRD > |F
COMPUTERS CAN THINK,
WHAT WLl PEQPLE BE
BETTER AT THAN MACHINEST

TSRESS 4

MAXBE THEX'LL
INVENT A
PSICHOTIC
COMPYTER.

IRRATIONAL
BEHAVIOR .

THANK YOU




