Lecture 16

Trapdoor Permutations, Public Key Encryption Continued

CS409/6011: Introduction to Cryptography o
Sruthi Sekar



Recall

between Alice and Bob?

How to establish secret keys

What assumptions do we use to
build the different primitives we
have seen so far?

1ASY
CLASS

Key Agreement Protocol
Public Key Encryption

Trapdoor Permutations

Digital Signatures

CRYPTOMANIA

WORLD OF ASYMMETRIC KEYS SR ¥ S——

0
“~,
*e
.

.

......

»,
\.
»
‘ay
"

" Pseudorandom Functions

[}

Pseudorandom Generators

How to build
secure PRGs? /]\

.
-----
........
.....
.....
REETT T .
...............
--------------------------------

> One way Functions
....... = MINICRYPT

-
o

“'
s
o
s




Today

How to establish secret keys What assumptions do we use to
between Alice and Bob? build the different primitives we
WORLD OF ASYMMETRIC KEYS U v S—— have seen so far?

»,
\.
.
‘ay
e

" Pseudorandom Functions
Key Agreement Protocol /lr
Public Key Encryption

Pseudorandom Generators

Trapdoor Permutations

. . . Py A How to build
Digital Signatures AT /]\
> One way Functions
....... = MINICRYPT




Today

How to establish secret keys What assumptions do we use to
between Alice and Bob? build the different primitives we
WORLD OF ASYMMETRIC KEYS U v S—— have seen so far?

»,
\.
.
‘ay
e

" Pseudorandom Functions
Key Agreement Protocol /lr
Public Key Encryption

Trapdoor Permutations Pseudorandom Generators

— : Py A How to build
Digital Signatures S —— /]\
> One way Functions
....... = MINICRYPT




How to establish secret keys
between Alice and Bob?

What assumptions do we use to
build the different primitives we
have seen so far?

WORLD OF ASYMMETRIC KEYS U T S ——

Key Agreement Protocol
Public Key Encryption

Trapdoor Permutations
Digital Signatures

HARDNESS
ASSUMPTIONS

.
...........

.
s,

»,
\'
.
‘ay
"

" Pseudorandom Functions

[}

Pseudorandom Generators

How to build
secure PRGs? /]\

.
-----
........
.....
“tau -t
. .
--------------------
---------------------------------

> One way Functions
....... * MINICRYPT

-
o

“'
s
o
s




RSA Encryption: Some History

Iu

“A new kind of cipher that would take millions of years to break.”
-Scientific American about RSA, Aug 1977

Gardner’s Challenge(1977): 129-digit number (prize: 100 $)

N =1 1438 1625 7578 8886 7669 2357 7997 6146 6120 1021

8296 7212 4236 2562 5618 4293 5706 9352 4573 3897 8305
9712 3563 9587 0505 8989 0751 4759 9290 0268 7954 3541 }\

Martin Gardner

N

How many years did it take to get this 100$?

Took 17 years and 600 volunteers to factor this (26" April 1994) to get the deciphered message:
“the magic words are squeamish ossifrage”



public key

ciphertext message

Mixture separation is expensive

Secret color machin
P

To find cdmplement of
red: color when mixed
with red gives white!



RSA Encryption

O

N, e

\ 4

c=m°modN
c = m“mod N

A

(In Z3,)

Wants a d such that:
e c¢dmodN=m= (m*)9modN =m

Prove! ed = 1 mod ¢p(N) (since order of this group is p(N))

* Hard for Eve to find d You can compute this easily
N = pq (for large primes p and q) »d(N)=(p—1(q—1) if you know p and q
Without p and q hard for Eve to get back m! But otherwise hard to compute just given N




Textbook RSA Encryption

GenRSA: pick two large primes p and q. Compute N = pq
Compute @(N) = (p—1)(q— 1)
Choose e > 1 such that gcd(e, (p(N)) =1
Compute d := e tmod @(N)

Is this CPA secure?
pk = (N, e) sk = (N, d) No!
Enc(pk = (N,e),m) := m®*mod N = C ool d "
Dec(sk — (N, d), C) — Cd mod N CPA secure? : IR Leonard Adlemen

Let’s see!
s Textbook RSA Encryption

é\'hat is the group we are taking, and what spaces are e and d in? m € Zy,; e,d € ZE)(N)

§>How should e and d be related for correctness? should be inverses of each other

Intuition: Without knowing p and q it will be hard to
compute m such that m® = ¢ mod N (but only for ¢ €g Zy) .

Let’s first formalize the RSA assumption and Factoring Assumption



RSA And Factoring Assumptions

GenModulus(1™) — (N, p, q) such that N = pq, p and q are n-bit primes except with probability negl(n).

Factormg Assumption

Factoring is hard relative to GenModulus if ¥V PPT, Factora, 3 negl such that Vn

-
-

e n — <
AT upatenbodutusgm! 200NN 2 Pha st (L > DA = N)] < negl(n) £
'OPEl\] 3 GenModulus relative to which factoring is hard
I'\‘GenRSA(ln) — (N, e,d) such that N = pq (p, g: n-bit primes), e, d > 0: gcd(e c|>(N)) = 1,ed = 1 mod ¢$(N)
\\ ’? "'
 RSA Assumption 230"
‘\ The RSA problem is hard relative to GenRSA if V¥ PPT, Riddler, 3 negl such that ¥n /"
B j 2 t. : t= <
(N)e,d)(_gernRSA(ln)[Rlddler(l ,N,e,y) = xs.t. (x € Z) A (x°* = ymod N)] < negl(n) _
_________________________________________________________ YERZY

3 GenRSA relative to which RSA is hard
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Recall: One-way Functions

One-way Function Family @INTUITIVELY
- {0 > {013m™} | Gen(1™) - f; {
* 3 an efficient deterministic algorithm f such that Vx, f(n,x) = f (X) é “y
- Y PPT Inv,EIneglst Vn hasd
< Pr o myv(1, £,0) € 77 (}2.(9)] < negl(n) I

* Length-preserving OWF: m(n) = n
* One-way permutation Family: for each f,, « Gen(1"), f;, is length-preserving and bijective.

Examples

.........................................................................................................................................................................................................................................................................................................................................................................................................................

1 G(1™ — (G, q,8), fpg(x) == g¥ mod p, where x € Z, (Exponentiation mod prime)
(If Dlog problem is hard relative to G then, {f}, 5} is a OWF family)

2 fy(x) = x* mod N, where x € Zy; and N = pq (large primes p and q). (Squaring mod comp031te)
(If factoring N is hard (factoring assumption), then {fy} is a OWF family) o '



Trapdoor Permutations

@INTUITIVELY

r

hasd

1{4




Trapdoor Permutations

Deflmtlonl Trapdoor Permutation Family II = (Gen, f, Inv) @INTUITIVELY
| Gen(1™) - I, td f
\,/ 3 an efficient deterministic algorithm f such that Vx, f(I, x) = f; (X) Lasy
* 3 an efficient deterministic algorithm Invyq such that x hand 8’
. P{’gl}n[lnvtd(fl(x)) # x| < negl(n) _F,,
\,/ V PPT Inv, 3 negl s.t. |
: 1 <
A certoap M AG) €GO < negle)
Examples
RSA TDP: fn e (x) == x® mod N, where x € Zy

(under RSA assumption)
Rabin TDP: fn(%) == x% mod N, where x € QuadraticResidue(Zy)

(under Factoring assumption) =




Trapdoor Permutations

Deflmtlonl Trapdoor Permutation Family II = (Gen, f, Inv) @INTUITIVELY

Gen(1™) - [, td L

\,/ 3 an efficient deterministic algorithm f such that Vx, f(I, x) = f; (x) Lai 4
(e° 3 an efficient deterministic algorithm Invyq such that x hand 8’

xer{0,1}1
\,/ Vv PPT Inv, 3 negl s.t.

[Inv(L, f;(x)) € fT*(fi(x))] < negl(n)

1 Pr [Invtd(fl(x)) * X] < negl(n) _F,,

s XER{ 01“
Examples
RSA TDP: fn e (x) == x® mod N, where x € Zy v |
e S & Trapdoor?
Rabin TDP: fy(%) := x2 mod N, where x € QuadraticResidue(Z) . 2' 5
e N ee— ‘ Invy?
(under Factorlng assumptlon) ............................ |
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| Hard-Core Predicates

RECALL FROM LECTURE 13

Definition 2 Hard-core predicate of function family [T = (Gen, f, Inv)

e T G I
Gen(1) - I, @N oIy
= . {HCP

A predicate hcy: {0,1}® — {0,1} is a hard-core predicate for the above
function family if for every PPT predictor Pred, 3 negl such that Vn

[Pred(l fI(x)) hcl(x)] 1 + negl(n) Qa%

XER 01rl

Example
RSA TDP: fne(x) == x®* mod N, where x € Zy (under RSA assumption)
HCP for RSA TDP: . Isb(x) := least significant bit of X, where x € Zy

Why? [Katz and Lindel (Third edition), Theorem 12.31]



TDPs to IND-CPA PKE (OTP again!)

Given: A TDP family I1 = (Gen'Y, f, Inv) and its hard-core predicate hc, how to encrypt a single bit?
Gen(1™): Gen®(1™) - I, td, output pk = I, sk = td

Enc(pk, m): For the bit, m € {0,1}, choose r €g {0,1}" and output ¢ = (f;(r), hc;(r) m)~
Dec(sk, c = (y,b)): * sk = td, compute x := Inv4(y) and the message m = b @ hc;(x) -~ 7 = ~

Construction 1

Theorem 1: IND-CPA Security of Construction 1

................................................................................................................................................................................................................................................................................

IfI1 = (Gen'd, f, Inv) is a TDP family with HCP hc,
then Construction 1 is an IND-CPA secure PKE.

..............................................................................................................................................................................................................................................................................

y"‘Therefore, you now have an IND-CPA PKE under the RSA assumption!
Discuss intuition on board..

( \\
HW1 HW?2 \ )
Prove Theorem 1 via What about encryptm
a security reduction ) multiple bits? ) -
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Malleability Attacks on PKE

m —s Ency()

> Decg() —> m g
‘ pk %

Decryption oracle

Mallory

What if Mallory “malleates” C to produce a new ciphertext C’, that would decrypt to a “related” message m'? ‘

Malleability of ElGamal Encryption

Gen(1%):9(1%) = (G.q.8). x Er L, C'= (Y=g, Tm)  Decg(C)) = Tm
pk = (G g X=g%), sk = (G, gx) . e

I \\,//, ' k—/'
Enc(pk,m):y « Z, Maugy}’f Chosen Ciphertext Attack (CCA)
C= (Cl =Y = gy,cz — mXY) """""""""

Dec(sk,C): C,Y™*

~
S

Mallory can get Tm and hence m! BREAK!

18
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IND-CCA Security for PKE

I1 = (Gen, Enc, Dec), M

PPT

pk
Challenger Mallory
“ 9

Decgp(.) _ m

v

(pk, sk) « Gen(1")
mpg #*m; EM
[mo| = [my|

b eg {0,1} Cp < Encpi(mp)

[
»

Decg(.) rCn 9 Mallory wins if output is 1

PUbK(li/([::HOFy,H O/P 1 lfb = b:

.........................................................................................................................................................................................................................................................................................................................................................................................................................

[Tis CCA secure if, for all PPT adversary Mallory, there exists a negligible function negl such that Vn
| Pr[PUng/([::lloryH(n) - 1] = 1/2 + negl(n) ® :



Hybrid Encryption

PKE is far less efficient than SKE.
E.g., DDH-based and RSA CCA encryptions
all use exponentiations in group, etc.

SKE and MAC are very fast in practice.
(e.g., using block ciphers like AES)

Hybrid Encryption: Use CCA PKE to
transfer kg for CCA SKE. The CCA SKE
is used to encrypt the message m.

Why is this cost-saving?
PKE is only used to encrypt short kgkg!

PKpkE _.-'"ksiKE T
PKE.Enc | SKE.Enc
CPKE CSKE
Hybrid
Encryption
Key Encapsulation Data Encapsulation
Mechanism Mechanism

(KEM) (DEM) o

20



KEM/DEM Paradigm

Key Encapsulation Method (KEM): The

Encapsulation process takes only the public

key pkpkg (no message) and directly

outputs the ciphertext ¢ and a key kgkg.

Data Encapsulation Method (DEM): The

symmetric encryption used to encrypt the

data/message.

PKpkE T
k

KEM S8l SKE.Enc

CKEM CSKE

s KEM/DEM B

ii  Paradigm

Key Encapsulation Data Encapsulation
Mechanism Mechanism
(KEM) (DEM)

21



Hybrid Encryption Syntax

thb”d = (Gen, Enc, Dec)

HKEM = (Gen Encap, Decap) HSKE — (GenSKE EnCSKE DeCSKE) i opk .

*  Gen(1™): (pk, sk) « Gen®(1®) l l
P ki
*  Enc(pk, m): compute (c,k) < Encap(1™) Encap : ' Enc>KE
compute ¢’ « Enc>®E(k, m)
output (¢, c") e l ' ' l
C c
* Dec(sk, (c,c")): compute k « Decap(sk, c)
------------------------------------------------------------------------------------------- outputm=DecSKE(k,C’) Enc
“.& When is a hybrid encryption IND-CCA Secure? s :
CCA KEM + CCA SKE = CCA PKE Key Encapsulation Data Encapsulation
) Mechanism (KEM) Mechanism (DEM)
Let’s formalize!
o

ﬁ [Katz and Lindell (Third edition), Theorem 12.14] 2



IND-CCA Security for KEM

[MXEM = (Gen, Encap, Decap), K
Challenger s > Mallory
(pk, sk) < Gen(1") Decapgi(.) rCnD Cannot
ko, ¢ < Encappr(1™) kp, C ) Query €
ki Er K ,

— C :
b €r {0,1} Decapgk(:) mD Mallory wins if output is 1:
bl KEMK/ES’C[‘HOI‘Y,H O/p 1, lfb, = b

...........................................................................................................................................................................................................................................................................................................................................................................................................................................

is CCA secure if, for all PPT adversary Mallory, there exists a negligible function negl such that ¥n
PF[KEMI(\:/[Cgllory,H(n) — 1] = 1/2 + negl(n) ()



Random Oracle Model

THE POWER: Random Function Oracle in the Sky accessible to all RECALL
FROM
LECTURE 7

Mallory

Everyone (including Mallory) has access to a random function oracle R: {0,1}*" — {0,1}"

* Queries Private: Mallory will not know Alice and Bob’s queries, x.
R implements a truly random function: On fresh input x by anyone, R outputs y €g {0,1}" and
adds (x,y) to the queried list Q. If the query x is already in Q, then return the corresponding y.

24



Diffie-Hellman Integrated Encryption Scheme
(DHIES) IND-CCA Hybrid Encryption

Gen(1™): G(A™) = (G, q, 8), X €R Zq, X = g*, specify a function H: G - {0,1}*"
output pk = (G, q,g X, H), sk = (G, q, g, x, H)

Enc(pk, m) T
gEncap(pk): Y €R Zgq SKE
: kg |[ky < H(XY) . | pk— Encap —§>kE||kM Enc
-------------------------------------------------------------------- CREM, 5 8. | l
EncSKE (kg | [kp, m): '
CKEM CSKE
cskg = (¢ = Ency, (m), MAC, (C)) = &
........................................... Ererrpeihenmihenticie %IS ——— KEM? CCASecureSKE
Output: (CkgMm, CSKE) [Lec 10]
%‘é CCA Security of I1"V""19 — (Gen, Enc, Dec)?
CCA KEM + CCA SKE = CCA Hybrid Encryption °

25


https://sruthisekar.in/wp-content/uploads/2026/09/CS409_2026_Lecture-10.pdf

DHIES: IND-CPA Security

Theorem 2: IND-CPA Securlty of DHIES KEM

.......................................................................................................................................................................................................................................................................................................................................................................................................

NN a R Na AR NE R RENE R RENSRERENS NSRS RERERSRERERSRERERSRERERERERENS G

Gl ) ) XJ y
(Ga88.8) Setpk = (G,q,g g, H* _PK

CDH challenge :
Pick k €g {0,1}*" kic
Setc =g¥ M

Q — {hlJ ;hq} i .
queried inputs  Respond like the:RQ ? RO queries

Output: h; Picki €g [q]

If Eve did query g™ then If Eve didn’t query g™ then, K is uniform from Eve’s perspective! g
CDH is broken w. p- 1/q' --------------- Hence, can guess b W.p. 1/2

*note that H here is given as an oracle to Eve (not the function description)



DHIES: IND-CCA Security

Theorem 3: IND-CCA Security of DHIES KEM

 Proof Sketch- Bird’s eye view
CCA Security? e,

* IND-CCA adversary has access to Decapg, (. ), which means it has access to a DDH solver! %}Why?

* Excluding the Decapg(. ), the IND-CCA adversary is like an IND-CPA adversary
| (secure based on CDH).

* Thus, if CDH is hard, even given a DDH solver (called gap-CDH), DHIES is IND-CCA-secure!

**This proof is hard, hence you can skip it.. ™

L
° -
4&’
-

Intuition is enough.. You can skip it!
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