Lecture 12

Hash Functions

CS409/6011: Introduction to Cryptography
Sruthi Sekar
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MD?5: Construction and Attack

128-bits 512-bits  Davies-Meyer Construction: MD5<ompressen : {0,1}128x {0,1}512— {0,1}12®

V,x) T
F
kK ——— v h(k, (IV,x)) = Fi(IV|[x) @ (IV||x)
MD5 + Merkle Damgérd Transform

[Wang et al., 2004]’s attack:

*  For any fixed IV, they find x and y such that MD5compression (]V, x) = MD5compression (I, y) in 239 steps.
Hence, choosing this IV, MD5(x) = MD5(y). But attacker here does not have control over x,y.

* How to get collisions on inputs of my choice? (this is what I showed demo for in last class with two
postscript files of my choice that had the same MDS5 hash!)

+ KeyIdea to do this: For the fixed IV that gives MD5(x) = MD5(y) for same length x and y, it is also
true that MD5(x||z) = MD5(y||z) for any message z! .
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Cryptographic Hash Function
H: M — T where |[M]| > |T|

Collision for H A pair of messages mgy, m; € M such that H(my) = H(m;) and mgy # m,

@Collision Resistance j

H is collision-resistant if, for all (explicit) efficient algorithms A
Advcgr|A, H] = Pr[A outputs collision for H] < negligible

Example: SHA-256 takes arbitrary ~ jp
long inputs and outputs 256 bits

|M| > |T| = there will be lot of collisions @
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@&Hash Functions: Theory vs Practice

Theoretical Constructions Practical Constructions
{Hk }kego,13m E.g.: SHA3,SHA256,SHA1, MD5, MD4
It is typically a keyed family of functions. Single function and not a family of functions
A Gen algorithm picks one k (“unkeyed”)
There is a security parameter n No security parameter knob!
Security proved under well-studied assumptions Use until some finds a collision!
If you have a family of functions, you do not have Not secure, theoretically! Hardcode the collision
the space to hardcode collisions for all functions! into algorithm A, it runs in constant time!
Secure: no Broken:
collision found collision found



*Collision Resistant Hash Functi
& ollision Resistant K1ash Functions
IT1 = (Gen, H): Gen(1™) — k; HX takes inpuand outputs H*(x) € {0,1}Y®™

If HX only defined for 0,1}’ ™ for £'(n) > £(n) czﬁed a compression function.

Challenger

k
k< Gen(1") >
Can define collision
resistance similarly - HashCollgopin,rn(n):

: — Outputs 1, if and only if :
Collin outputs a collision HX(x) = HK (x") and x  ¥|

Definition 1 ]
A hash function [I = (Gen, H) is collision resistant if, for all PPT adversary Collin,
there exists a negligible function negl such that, ¥n

Pr[HashColl¢opin(n) = 1] < negl(n) »

for a single hash <




Collision Resistant Hash Functions
I1 = (Gen, H): Gen(1™) - k; HX takes inpuand outputs H*(x) € {0,1}¥™

If HX only defined for 0,1}’ ™ for £'(n) > £(n) czﬁed a compression function.

How do we build such CRHFs?

Step 1: Build a compression function (will give an example in the end)
(Gen, h): a compression function with input length 2n and output length n

Merkle-Damgard Transform

Step 2: Build an arbitrary input-length
hash family using this.

(Gen, H): a hash family with arbitrary input length and output length n



Example of a Compression Function

Davies-Meyer Construction

F be a block cipher with n-bit keys and n-bit input length

X 7

F .
k > :<

L/

» h(k,x) = Fr(x) ® x

h: {0,1}*" - {0,1}"

* There is no known proof that Davies-Meyer is collision resistant, just assuming an SPRP.
* To prove its security, need to assume a strong assumption about F (“ideal cipher”).
* Hard to instantiate F (any block cipher cannot be plugged in naively!)

(E.g MD5, SHA-1, SHA-2 all use Davies Meyer + Merkle Damgard Transform)



Merkle Damgard Transform

(Gen, h): a compression function with input length 2n and output length n

k « Gen(1") o e
ad with Os, if neede
HEGo: %nbm%%nbm% ...................................................... ( Lnblts—') ......................................
.................... X XKW
2o = IV = OD h | hK : zo_y | D5 |z, | B

Output: 2,4
Construction 1: An arbitrary input-length hash family

Theorem 1 ]ﬁ [Katz and Lindell (Third edition), Theorem 6.4]

If (Gen, h) is collision resistant, then so is (Gen, H).



~ Merkle Damgard Transtorm : Proof Idea

l Theorem 1 ] ﬁ [Katz and Lindell (Third edition), Theorem 6.4]

If (Gen, h) is collision resistant, then so is (Gen, H).

Proof Sketch: Assume to contrary that 3 a collision X, X’ for HX, we show a collision for h¥

Case 1: x, X’ are of different lengths (|x| # [x'])  h¥(z,|||x]) = h*@'»||IX']) = y
' —the collision for h*
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Z h* | 7 hK Zp_y h* |z, hK _ .




~ Merkle Damgard Transtorm : Proof Idea

l Theorem 1 ] ﬁ [Katz and Lindell (Third edition), Theorem 6.4]

If (Gen, h) is collision resistant, then so is (Gen, H).

Proof Sketch: Assume to contrary that 3 a collision X, X’ for HX, we show a collision for h¥

Case 1: x, x’ are of different lengths (|x| # [x'|)  hX(z,|||x]) = hk(z’€,|||x'|) =y
: ' — the collision for h¥ —

Case 2: X, X’ are of same length (|x| = |x'|) i = N be the largest index for which z;_1||X; # z{_{]||%]
= . .............. . ................... XZ ..................... .......... P X{) ..................... le ................. (Since X # x' and |X| —
e ot el || such an N exists)
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MD5: Construction and Attack

128-bits  512-bits Davies-Meyer Construction: MD5meression : £() 13128 () 1}°12—, {0,1}128
(IV, X) T
K D
k > U > h(k, (IV,x)) = Fr(IV]|x) @ (1V]|x)
MD5 + Merkle Damgard Transform

-+ For any fixed IV, they find x and y such that MD5compression (T, x) = MD5compression (T, y) in 23 steps.
. Hence, choosing this IV, MD5(x) = MD5(y). But attacker here does not have control over x,y.

-+ How to get collisions on inputs of my choice? (this is what I showed demo for in last class with two

- postscript files of my choice that had the same MD5 hash!)

~+ KeyIdea to do this: For the fixed IV that gives MD5(x) = MD5(y) for same length x and y, it is also

. true that MD5(x||z) = MD5(y||z) for any message z! o



MD5: Construction and Attack

Poisoned Message Attack [Daum, Luck, 2005] for MD5-Hash-and-MAC

 Start with [V = MD5(“preamble(”), for a postscript preamble “preamble(”.
* Use [Wang et al., 2004] s attack for this IV to find x, y such that MDS(X) = MDS(y) =

IV = MD(“preamble(”) MD® 7 ) MD® Zy . MD® _ h IV = MD(“preamble(”) MD® 7' A MD® zZ', : MD®

> h

Select your choice of postscript documents Doc;. ps and Doc,. ps
(executed by postscript commands T; and T, respectively).
Construct the messages:

Doc; = preamble(x)(x)eqT; T, Doc;, = preamble(y)(x)eqT; T,

Then MD5( ) = MD5(Doc;) (the key idea!).
Postscript executes (S1)(Sp)eqT; T, as: if S; = S, execute T ; else execute T5.



Journey so far

EU-SCMA
Authenticated Encryption é — Message Authentication Codes
L Computational Security for SKE arbitrary-lengt 7 /\
Chosen Ciphertext Attack (CCA) Hash functions Fixed-length

( C tational ity for SKE
L IHPIEEHE] SSamety o s :(\ Pseudorandom Functions

Chosen Plaintext Attack (CPA)
NV /]\

L \ ; Computational Security for SKE
Ciphertext Only Attack (COA)

Pseudorandom G t
] MINICRYPTJ : s
X Perfect Security for SKE :
SR OSSO o No assumptions
>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> Dual Limitations
WORLD OF SYMMETRIC KEYS

Assumption: Keys Were Somehow Shared Classical Symmetric
Between Alice And Bob Before Key Encryptions




Journey Ahead: After MidSem

How to establish secret keys
between Alice and Bob?
WORLD OF ASYMMETRIC KEYS

cryptographic hash functions?

Public Key Encryption
Digital Signatures

Key Agreement Protocol

CRYPTOMANIA

<\

How to build

Hash functions

A

Number Theory

What assumptions do we use to
build the different primitives we
have seen so far?

Pseudorandom Functions

[}

Pseudorandom Generators

How to build
secure PRGs? /]\

> One way Functions

MINICRYPT




THE TEACHER REMINDED US THAT
WE ONLY HAVE A WEEK LEFT TO
FINISH OUR LEAF COUECTIONS, SO
WE QUGHT TO BE HALF DONE NOW.

NOU HAVENT YEAH, BUT T WORK
EVEN STARTED. BETTER UNDER

ACTUALY, YO
WORK OANLY
UNDER PRESSURE.

TUAT WAY, THE WORK
TIME \S MORE
MISERABLE. , BUT
THERES LESS OF IT.

THANK YOU
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