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Recap

* CPA Security:
1. Encryption must be randomized in general if you want to reuse keys for multiple encryptions .

2. CPA Security for Multiple encryptions comes for free.
3. A CPA Secure scheme from PRFs.

* Modes of Operation: Practical ways of extending block ciphers for multiple encryptions.
1. | ECB, CBC, OFB, CTR modes (when implemented “correctly”)
2. | Some practical issues in using the above modes.

Need to go beyond eavesdroppers!
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CCA Secure Encryption

A CCA secure scheme

Message Authentication Codes



3
?& Chosen Plaintext Attack (CPA)

[
C

Encryption oracle

— O

{(mi, Ci): 1 € {1, ,t}, Ci = Ean(mi)}

Eve

Chosen Plaintext Attack (CPA):

Eavesdropper with encryption oracle
PPT

* Eve influences Alice to encrypt messages of her choice (on the same key).
* Eve’s goal is then to gain more information about message under a new ciphertext!



Chosen Ciphertext Attack (CCA)

Encryption oracle ? Decryption oracle
1 A m—> El’le() > Deck() —> 1m g
Alice T \% / T
K k AK]
{(m;, C):i e {l,..,t},C = Ean(ml)} {(C;,my):j € {1,...,q}, mj; = Deck(Cj)}

Mallory
Chosen Ciphertext Attack (CCA):

Eavesdropper with encryptionoracle  Active Mallory
PPT (gets Enc & Dec oracle)

* Mallory influences Alice to encrypt messages of her choice (on the same key).
* Mallory’s goal is then to gain more information about message under a new ciphertext!
* Mallory influences Bob to decrypt messages of her choice (on the same key). °



Decryption Oracle can be Catastrophic!

—1P packet that Alice wants routed
Ency (IP packet) somewhere to internet

w (Access point)
& A

!

C

Eve can modify and ensure that ¢’ has her
Mallory 1p_,1ong with the message that Alice sent

As an access point, Bob decrypts and
delivers packets, which means Mallory
can receive the decrypted message!



. Security against CCA

I[1 = (Gen, Enc, Dec), M

Challenger L
Decp() —______ €9

k < Gen(1") L, mp#Fm EM Can include
j |mg| = |my| ueried messages!
- b €egr{0,1} cp < Enci(my)
Cannot
Ency(.) I?D Query cy,
Decy(.) ' C9— Eve wins if output is 1
, m PrivKaliory,n outputs 1,if b” = b:
I ——— et N and0, ow.
Definition 1 ]

I1is CCA secure if, for all PPT adversary Mallory, there exists a negligible function negl such that ¥n
Pr[PrivKyayioryn(m) = 1] < 1/2 + negl(n)



. All CPA schemes you saw are broken!
Gen(17): Pickk g (0.1 andoutputit. gy %

gEnC(k, m): Pick r € {0,1}" and output

¢ = (r, Fx (r)®m) Challenger mg = 00...0 Mallory

gDec(k, C): C = (r,s), output the plaintext: T m L =11..1

m = Fy(r)®s f

. b €R {0’1} Cp = (Ip, Sp = Fx(rp)®Omy) (S;; 1S Sp with
Construction 1, Lecture 8 " 1% bit flipped)

(F is a pseudorandom function)

Deo() R
m

b"=0ifm" =100...0
These attacks are called malleability attacks! b'=1ifm*=011..1

Mallory wins w.p. 1
s


https://sruthisekar.in/wp-content/uploads/2026/08/CS409_2026_Lecture-8.pdf
https://sruthisekar.in/wp-content/uploads/2026/08/CS409_2026_Lecture-8.pdf

-CBC Mode and Padding Oracle Attack

Gen(1") - k

Enc(k, m): Suppose m = (m4, m,) Dec(k,c = (cg,c1,C2)):
<—Lbytes—><—Lbytes—> e Output: m; = Fj.*(c;)®c, and
1. S N...- S m; = Fi ()®¢

IV e {0,1}° & _% '

k——F— }
F F

A |

Output:i o ¢; = Fi(m;®co) ¢, = Fi(m,Bcy)

m is assumed to be of length tL-bytes for some t. What if the message length |m| # tL for some t?
PKCS#5 padding

« Say b-bytes need to be appended to the last block of m (1 < b < L is an integer).
* We append the string containing the integer b, represented in 1 byte (or 2 hexadecimal digits), repeated b times.



-CBC Mode and Padding Oracle Attack

Gen(1") - k
Enc(k, m): Suppose m = (m4, m,) Dec(k,c = (cg,c1,C2)):
R L- bYtes—’ ................. L-bytes — e Getmy = Flzl(cl)@co and m'z — Flzl(cz)@cl
. pfolo] + Read the finalbyte value b,

* Ifthelastb bytes of mj all have b then strip off
padding and output: mq, m,
Else, output: “bad padding”

m is assumed to be of length tL-bytes for some t. What if the message length |m| # tL for some t?
PKCS#5 padding

« Say b-bytes need to be appended to the last block of m (1 < b < L is an integer).
* We append the string containing the integer b, represented in 1 byte (or 2 hexadecimal digits), repeated b times.



-CBC Mode and Padding Oracle Attack

Gen(1") - k
Enc(k, m): Suppose m = (m4, m5) Dec(k,c = (cg,c1,C2)):
s L- bYtes_’ ................. LbYteS_’ e QGet mq = Flzl(cl)®(:0 and m,2 = Fil(cz)ﬂacl

Read the final byte value b.

my mz lbbbb

If the last b bytes of m, all have b then strip off
padding and output: mq, m,
Else, output: “bad padding”

]
T
[ ]

CCA Attack: Paddmg Oracle Attack [Vaudenay, 2002]

What to query the decryption oracle to help you recover the message underlying any ¢ = (IV, ¢4, ¢c3)?
« Ifcy = cq @ & for any string 8, then Dec(k, (IV, ¢’4, c;) computes m; = m, @ 6.

* Use the “bad padding” output to your advantage now! %‘W 1: Complete the CCA attack on CBC
" (and think about OFC and CTR)




Towards achieving CCA Security

Malleability attack
¢, Sign ', Sign”  ((/\

c = Enci(m)
Sign

Mallory

* Mallory can change the ciphertext; we cannot prevent that!
* Can Bob at least detect that Mallory has mauled the ciphertext?
* Append some additional “Sign” that helps Bob detect?

MESSAGE AUTHENTICATION CODES



Today’s Class

& gnpod 3
Das i W=
oy

- N R N o O 4
s S S bt -
. .-w..- e
b w2l O i -
)
-

- . 8

&
e 3 ot ot BT

CCA Secure Encryption
Definition
A CCA secure scheme

Message Authentication Codes
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. Message Authentication Codes (MAC)

..........................................................................

......................................................................

1 = (Gen, Mac, Vrfy), M = {0,1}*

lCorrectness ]

For every n € N, every k « Gen(1") and every m € M it holds that
Pr[Vrfyy(m, Macy(m)) = 1] =1

Securit
[ 1 @Mallory must be unable to forge a valid new tag from previously seen tags
C;_“on messages of its choice”. The forged new tag can be on any message of its choice:

Chosen-Message Attack (CMA) Existential Unforgeability (EU) .
s

14



. Defining EU-CMA Security for MAC

[T = (Gen, Mac, Vrfy), M

Challenger — m; Mallory,
Mack(.) I ti (‘_) —\
k « Gen(1") wins
Q = {m4, m,, ...,mq} \)
) m, t MacForgepaiiory,n (N):
Forged tag on message of its choice =~ Outputs 1, if and only if
: Vrfyr(m,t) = 1 and m € Q:
l Definition 2 J

ITis existential unforgeable under an adaptive chosen-message attack (EU-CMA), if, for all
PPT adversary Mallory, there exists a negligible function negl such that Vn
Pr[MacForgeyjiory1(n) = 1] < negl(n)

15



Quiz time

[T = (Gen, Mac, Vrfy), M

Challenger Macy(.) — HtlID Mallory.
k « Gen(1") Ql { ) wins
= ml,mz,...,mq \)
) m,t MaCForgeK/lrgﬁory,H (n):

Forged tag on message of its choice =~ Outputs 1, if and only if :
Vrfyx(m,t) = 1 and m € Q:

MAC or not? ((Gen, Enc, Dec) is a CPA SKE and (Gen, Mac, Vrfy) is an EU-CMA secure MAC)

Encrypt to MAC: Mac'y(m) = Encg(m); Vrfy'x(m,t) := output 1, if Decy(t) = m and 0, o.w><

Append-0 MAC: Mac'y(m) = Macg(m)||0; Vrfy'(m, tb) := output Vrfy, (m, t) /



Constructing an EU-CMA MAC

Gen(1"):k €r {0,1}" Mac(k, m): output t := F(m)  Vrfy(k, m, t): output 1, if t := F(m), and 0, 0. w.

Construction2 (M = {0,1}", F is a PRF)

l Theorem 1 ]

If F is a pseudorandom function, then Construction 2 is a EU-CMA secure MAC for n-bit messages.

{ Proof Sketch: 3 Mallory™~¢ against Construction2 To prove: 3 Eve"RF that breaks PRF security

. Challenger®F EvePRF MalloryMA¢ . Ifb = 1 (PRF World)
k €ER {0;1}n m; :

Mallory™MAC gets correct tags
: «———— tag
 F°=R

- her winning = EvePRF outputs 1

: : If b =0 (Random World)
b €r {0,1} R forgery . Mallory™A€ gets random tags
: . = her winning prob < 1/2"
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CCA Secure Encryption
Definition

A CCA secure scheme
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. Authenticated Encryption (AE)

[T = (Gen, Enc, Dec), M

I1 = (Gen, Enc, Dec), M

- PPT
Ency (. 9
Challenger o) — - Mallory
Decy() —__, 59
k < Gen(1%) me#m EM——  Caninclude ™
|mg| = my| - \queried messages!/
b €r {0'1} Cp & Ean(mb) T ‘//

" Cannot “"\\

Enci(.) R I;I:l? //f/Q,u erycy,
— I :
Decy(.) cHy— Eve wins if output is 1}
: - - m PrivK{3, v outputs 1,if b’ = b}
b’ € {0,1} o, :

and 0, o.w.
‘LDeﬁnitionl 1

— =
ITis CCA secure if, for all PPT adversary Mallory, there exists a negligible function negl such that ¥n
Pr[PrivKiZiiory,n(n) = 1] < 1/2 + negl(n)

CCA Security
Mallory can come up with a valid ciphertext
of some message on her own
(given all the encryption queries she wants)

CIPHERTEXT INTEGRITY

hall P
Challenger Ency(.) TD Mallory
o Q: msgs queried

_ Eve wins if output is 1
EncForgeyayiory n outputs 1, if and only if
Decy(c’) =m'#Landm’ ¢ Q

) Definition 3

I1is unforgeable if, for all PPT adversary Mallory,

J negligible function negl such that ¥n
Pr[EncForgepajiory,n(n) = 1] < negl(n)

19




How do we build an AE?

TOOLS WEHAVE How do we combine them to get an AE?

[Ig = (Gen, Enc, Dec) [Iy; = (Gen, Mac, Vrfy)
CPA Secure Encryption EU-CMA secure MAC

20



. Attempt I: Encrypt and Authenticate

[Ig = (Gen, Enc, Dec) [Ty = (Gen, Mac, Vrfy)
CPA Secure Encryption EU-CMA secure MAC
Encryption Decryption
C m
EanE C— " DeckE )
m — — () (6] b ifl—m

i
» Mac _ » Vrf <:
K " " Ykum 5 1

1

kg, ky are independently generated

Used in SSH! Is this secure? [Ty does not guarantee any privacy of m!
(It can output, say, first bit of m)*

*For any secure MAC, MAC’ defined by Macy (m) := m, ||Macy(m) (m; is first bit of m) is also secure!



. Attempt II: Authenticate then Encrypt

[Ig = (Gen, Enc, Dec) [Ty = (Gen, Mac, Vrfy)
CPA Secure Encryption EU-CMA secure MAC
Encryption Decryption
t
— Macy, _l — Dec,, —mlt
00l == [ ¢ &= if 1
m
Ency, — Vrfyy
: Yoifo L

kg, ky are independently generated

There exists a CPA secure scheme such that

Used ir@p\lsthis secur e?>< {for any secure MAC this scheme is not an AE!

»(POODLE Attack on: CBC mode + MAC)

Simpler counter example: for secure Il take Enc’x(m) := 0]|Enci(m); Dec’ ignores first bit.



.Attempt III: Encrypt then Authenticate

[Ig = (Gen, Enc, Dec) [Ty = (Gen, Mac, Vrfy)
CPA Secure Encryption EU-CMA secure MAC
Encryption Decryption
c if 0 .l
— Enc >C — Vrf
m — —t c,t—
Macyg,, — c—— Decy, —m

kg, ky are independently generated

. Not with the CMA security of MAC!
Is this secure?>< (Mallory can generate a new valid tag on an already queried c)

we need a stronger MAC security to prevent this! ®




.Attempt III: Encrypt then Authenticate

[Ig = (Gen, Enc, Dec) [Ty = (Gen, Mac, Vrfy)
CPA Secure Encryption EU-SCMA secure MAC
Encryption Decryption
c if 0 .l
— Enc >C — Vrf
m — —t c,t—
Macyg,, — c—— Decy, —m

kg, ky are independently generated

: : Secure if you use CPA with
Used in IPSec! Is th ?
sedin e IS TS secure/ t strong-CMA secure MAC




Next Lecture

Strong CMA security for MAC
Encrypt then Authenticate is a secure Authenticated Encryption (and hence CCA secure)

How to authenticate messages of arbitrary length (domain extension of MAC)
--motivates a new important primitive, Hash functions!
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THERE ! ONCE SVUSIE DECODES THIS
MESSAGE, SHELL BE LURED TO
QUR WATER BALLOON TRAP !
WHAT A GREAT PLAN!

MY ONLY REGRET |
IS BLOWING THE
BEST DAY OF MY
LIFE WMILE I'M
0 YOUNG .

W 510

THANK YOU
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