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Hybrid Arguments, More about PRGs

CS409/6011: Introduction to Cryptography o
Instructor: Sruthi Sekar



Recap

» We defined two notions for Pseudorandom Generators:
* Unpredictability
e Pseudorandomness

RECALL: PRGs do not exist if

* you have an unbounded Eve, or
« ifP=NP

* We saw a new proof technique called security reduction:
* Pseudorandomness = Unpredictability
* Computational Indistinguishability of Computational one-time pad

* Some ideas for building PRGs
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Length-Extension of PRGs

New proof technique called “hybrid argument”




Length Extension of PRGs

GOAL: Given a PRG, G with stretch n + 1, can we build a PRG, G’ with stretch 2n
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. Length Extension of PRGs

l Theorem 1 ]

If G is a pseudorandom generator, then so is G'.

@INTUITION
Since G is a PRG
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Length Extension of PRGs

l Theorem 1 ]

If G is a pseudorandom generator, then so is G'.

@INTUITION Let’s understand two iterations first... k bl 6 %E -G
Hy: Pseudorandom World ﬂNEﬁwf“ j : |

s wl |toy |,
Goal is to show that these two e e o 8.
worlds are computationally

indistinguishable.




Length Extension of PRGs

l Theorem 1 ]

If G is a pseudorandom generator, then so is G'.

@INTUITION Let’s understand two iterations first... R bt 6 l‘ﬁ?E by
Hy: Pseudorandom World ﬂNmJ&w«“ Ji - |

Consider a hybrid world G
i between the two of them as an H;: Hybrid World 2ty ™ ‘L i
: T

intermediate step!




. Length Extension of PRGs

l Theorem 1 ]

If G is a pseudorandom generator, then so is G'.

@INTUITION Let’s understand two iterations first... ki\:btﬁ 6 ﬁﬂ—?E bl i
Hy: Pseudorandom World “N,Mjw,(“ ‘l : |

E / pselidorandom 4 d Agé
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i Computationally indistinguishable k G Seu’ dorandom
i since G is a PRG! H: Hybrid World 0 e
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H,: Random World




. Length Extension of PRGs

l Theorem 1 ]

If G is a pseudorandom generator, then so is G'.

. Clalm 1: If there exists Eve® such that
- [Pr[Bve® (Ho) = 1] — Pr[Eve® (H) = 1]| > 6
i then, 31 € {0, 1} such that

. |Pr[Eve® (H)) = 1] — Pr[Eve® (Hiy,) = 1]| > 8/2
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. Length Extension of PRGs

l Theorem 1 ]

If G is a pseudorandom generator, then so is G'.
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. Length Extension of PRGs

l Theorem 1 ]

If G is a pseudorandom generator, then so is G'.

@INTUITION (All hybrids)

Each pair of hybrids look
computationally indistinguishable
since G is a PRG




Length Extension of PRGs

Theorem 1 ]

If G is a pseudorandom generator, then so is G'.

Proo Suppose e hat bresks pewdorandomnessof Oy, (E) . R - (T
Claim 1: If there exists Eve® such that k—ala] .. gla| .. [6lgle
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so she will just pick one at random! R A —



. Length Extension of PRGs

Theorem 1 ]

If G is a pseudorandom generator, then so is G'.

E Claim 1: If there exists Eve® such that |[Pr[EveS (Ho) = 1] — Pr[Eve® (H,) = 1]| > 6 '
| then, 3 i € {0,1, ..., n — 1} such that |Pr[EveC (H;) = 1] — Pr[Eve® (H;,,) = 1]| > §/n
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. Length Extension of PRGs

Theorem 1 ]
If G is a pseudorandom generator, then so is G'.

| Proof: Suppose 3EveS that breaks pseudorandomness of G Combining ideas to complete the proof! |
E Eve® E
| o 0 |
E ¢ Computes challenge for EveG y' i
w = -
K‘J{JzL\L = CRCSHER AR Y b ;
1 - P |
E Outputs: b 1 6% T o Yy Y&z - (8 i
i |Pr[EveG(G(k)) =1| - Pr EveG(r) =1]| |
= |Pr[Eve® (H;-) = 1] — Pr[Eve® (Hj-,1) = 1]| = Z Pr[Eve® (H;) = 1] — z Pr(EveC (Hy ) = 1] !
|Pr[Eve (Ho) = 1] — Pr[EveS (H,) = 1]| > \ .



. Sanity Check: Trick Question

n + 1 Hybrids (where n is the security parameter): Hy, Hy, ..., H,

Claim : If there exists Eve®’ such that [Pr[EveS (Ho) = 1] — Pr[EveG' (Hy) = 1]| > 8(n)
then, 3i € {0,1, ...,n — 1} such that |Pr[Eve® (H;) = 1] — Pr[Eve® (Hy) = 1]| > =2 5(“)

Hence, for any such EveS , if we show that advantage to distinguish H; and H; 1 is negllglble for every i
then it must hold that the advantage to distinguish Hy and H,, is also negligible!

L Is this true?

This conclusion is false! Note: It seems this example doesn’t quite work. Will discuss the fix next class!

B {1, ifi>n ViH;=c¢Hjq, v forn =i+ 2, both random variables = 0
1 0 otherwise But clearly Hy is distinguishable from Hy,! Why? |

But note that we never proved theorem 1 using this false claim... Think about what this is saying!



Can we keep stretching?

Construction 1 can be generalized to work for a p(n)-extension, where p is a polynomial. WHY?

Can you get an exponential stretch?

What is the loss here?

8(m)

When Eve® distinguishes with probability §(n) then Eve® only distinguishes with probability e

— More you stretch, greater is the security loss!

x

Is there a better construction that doesn’t result in this much loss?



Summary + Next Class

« SUMMARY

* What have we seen so far?
PRGs (two notions), Extending PRGs, Hybrid Argument

* Computational Indistinguishability of Computational one-time pad
(showed how to overcome the key length drawback of perfect security)

* NEXT CLASS

* What about reusing the same key? (overcoming the second drawback of perfect security)
* What about a stronger Eve? (CPA Secure Encryption)

* How do we build stronger schemes? (Pseudorandom Functions, Block ciphers)



KNOW WHATS WEIRD? DAY
BY DAY NOTHING SEEMS
O CHANGE, BUT PREITY
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YOU JUST GO ABONT YOUR
BUSINESS AND ONE DAY YU
REALIZE YOURE NOT THE

SAME FERSON You USED 1O
BE . PEORLE CHANGE WHETHER
THEY DECIDE TO OR NOT."J
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