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zZkSNARKSs: Zero-Knowledge Succinct
Non-interactive Arguments of Knowledge

Common Reference String (CRS)

I know w

Victor
accept/reject

/Eg“I know an m such that SHA256(m) = 0”

-

-~ Short Proof and fast to verify!
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~
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zZkSNARKSs: Zero-Knowledge Succinct
Non-interactive Arguments of Knowledge

Common Reference String (CRS) Zero-Knowledge

Tt hides w.
I know w
such that: Succinct
1
T Verifier time < |Cp|, [T| < |w|
CL

Non-interactive

Victor
accept/reject Anyone can verify

Soundness

Intuition: succinct proof that a certain statement is true.

« ., 1t will not be accepted if Aw.
E.g.: “I know an m such that SHA256(m) = 0



zk-SNARKSs: Applications
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An Example Application of Fighting Disinformation

Tt

v

Victor

Proof needs to be zero-knowledge.
Large videos = SNARK generation time long.



Can the zZkSNARK computation be delegated?

Victor

Violates Privacy!!: Requires leaking the entire
sensitive video to AWS



Can the zZkSNARK computation be delegated?

Each server only gets a
share of the witness.

Victor

Delegate to a group of servers, who run an MPC to
compute the zk-SNARK.



Can the zZkSNARK computation be delegated?

Collaborative zZkSNARKSs
[Ozdemir, Boneh 2022]



Prior Works

Collaborative zkSNARKs [OB22]

Efficient MPC to compute the zkSNARK proof —privacy for client’s witness.

Each server in this MPC takes as much computation time as a single prover!

Distributed Zero Knowledge Proof System [WZCAS18]

Distribute work across machines in a compute cluster to get faster proof generation.

Leaks witness to the clusters -no privacy!



Our Results

OUR GOAL: Faster proof generation + Privacy-preserving guarantees of Collaborative zk-SNARKSs

Framework

Design

Implementation

zkSaas for privacy preserving delegation of zk-SNARK computation.
Each server expected to run for a shorter duration than a single local prover.

Design zkSaasS to obtain faster runtimes than local provers for widely used
zk-SNARKSs, such as Groth16 [Grol6], Marlin [CHMMVW20] and Plonk [GWC19].

Implement a prototype of zkSaa$ for Groth16 and Plonk get
~ 22x speed-up when run with 128 parties, 22° (Groth16) and 22! (Plonk) constraints.



Concurrent Work: EOS [CLMZ23]

* Also achieve our goal: private delegation of zZkSNARKSs for faster proof generation.
* Model differs from ours:

EOS [CLMZ23] zkSaaS
Client always online, throughout the Client shares the extended witness.
zZkSNARK computation. After this, entire ZkSNARK computation is
MPC involving (honest) client + servers delegated to the servers
Reduces client’s work in this model Delegates all of clients work to servers
(doesn’t divide the work amongst all servers) (post sharing of the extended witness)



zkSaaS Framework



zZkSNARKSs: Typical Design Blueprint

Step I (Extended Witness Generation)

Step II (Proof Generation)
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zZkSNARKSs: Typical Design Blueprint

Step I (Extended Witness Generation) o |

Extended witness has the wire values corresponding to
the evaluation of C; on statement X and witness w.

Step II (Proof Generation)

Cryptographic Operations (more expensive) g

+ Field operations " zk-SNARK

t Fiat-Shamir (using RO)

An zk-succinct argument of knowledge

information-theoretic t cryptographic
Interactive Oracle Proofs (IOP) + Functional Commitment Scheme



zkSaaS Framework

Typical zk-SNARKSs:

Step 1:  Computing Extended Witness

Step 2:

Generating Proof (Cryptographic Operations + Field Operations)

Pre-Processing: each server gets a part of the

correlated randomness

Tt

Client computes Step 1

Servers collectively compute Step 2

Cryptographic Operations get
equally divided amongst all servers.

Field Operations get equally divided
amongst small servers.
King does work linear in the
number of field operations.




zkSaaS Framework: Example Applications

To aid users with mobile devices

Private Transactions and Smart Contracts

Prove general computations
on smart contracts

Statements involving Ethereum Wallets

E.g. “I own an Eth wallet out of a
set of 1024 wallets”

For extremely large computations

Fighting Disinformation

Prove that only valid set of edits
were made to image/video

Verifiable Private ML Inference

Proof of inference on a learning model



Designing zkSaaS



Blueprint of Design [OB22]

Identify building blocks in
zZkSNARKSs
(Groth, Marlin, Plonk)

Design MPC for each building
block with the desired efficiency.

l

zkSaas for the corresponding
zkSNARK




Building Blocks in Groth16, Marlin, Plonk

Multi-Scalar Multiplications (MSM)

i

F(gli A1) ooy Emy am) — 1_[ 8i

i€E[m]

gi E(GJ,O(i € IF,VI

Fast Fourier Transform (FFT)

For converting between
coefficient and evaluation
representation of polynomials

Partial Products

F(X{, e, Xp) = (1_[ Xi>

i€[j] je[m]

Xj (S [F,Vl

Polynomial Multiplication and Division

A combination of addition,
multiplication and FFT
operations



[m]

Packed Secret Sharing (PSS) [FY92]

shares

Secret value m
- ~ S -~
& 5 @0 2
S1 S2 S3 Sn-1 Sn
Regular Secret Sharing
1 Value — n shares

Corruption threshold: t < g



Packed Secret Sharing (PSS) [FY92]

Secret value m m; |[m, | .. |[my Secret vector
- - ~ ~ e ~ ~ ~
[m] » \ ‘ ” Q\ » \ ‘ ” Q\ [ﬁ’]
shares S1 S2 S3 " Sp-1 Sn S1 S2 S3 ™" Sp-1 Sn shares
Regular Secret Sharing Packed Secret Sharing
1 Value — n shares £ = O(n) Values — n shares

Corruption threshold: t < g Corruption threshold t: t+ ¢ < g



Computing using Packed Secret Sharing

Packed Secret
Sharing




Computing using Packed Secret Sharing

v

U = Uq [ 5) Us Uy
Packed Secret
Sharing
P = V4 \'%) V3 Va
Addition
S ”~ ~ Q
) ' ) (] \
Sl+r1 Sz‘l‘rz S3+I‘3 S4+I‘4 S5+I‘5
t-out-of-n Packed sharing of:
Uq +V1 U, +V2 U3 +V3 U4+V4

v

>



S1+14

Computing using Packed Secret Sharing

P 2 & @
® L ® & &
Uq [ 5) Us Uy > S1 SH S3 Sy Sg
Packed Secret
Sharing
Vi | Vo | V3 | Vu > I'y Iz I's 197 I's
Addition Multiplication
~ ~ e @ e ~ ~ ~ e
\ ) (V) \ A \ b (V) \
Sy, + 1y S3 + I3 Sg T 14 Sg + I's S1 XTIy S, XTIy S3 X I3 Sg4 XTIy Sg X I'g

t-out-of-n Packed sharing of:

Uq +V1 U, +V2 U4_+V4_

Us +V3

2t-out-of-n Packed sharing of:

u4><v'4J

u1><V1 U, XVZ Us XV3




Distributed Protocol for Multi-Scalar Multiplications (MSMs)

a-

F(gl;a1; v Smy am) — 1_[ gi "

iI€E[m]



Distributed Protocol for Multi-Scalar Multiplications (MSMs)

25

F(gl; A1) ) Bmy am) = 1_[ 8i
iI€E[m]
Key Observation in [OB22]:  Forg € G,x € Z,, to compute shares of g*:

* Compute shares of x: [X]
 Compute g*!



Distributed Protocol for Multi-Scalar Multiplications (MSMs)

25

F(gl; A1) ) Bmy am) = 1_[ 8i
iI€E[m]
Key Observation in [OB22]:  Forg € G,x € Z,, to compute shares of g*:

* Compute shares of x: [X]
 Compute g*!

For packed secret shares: Forg € G,a,b,c,d € Z,, tocomputesharesof | g | gP | g¢ | g¢

« Compute sharesof X =| a b C d |:[X]

e Compute g[i]



Distributed Protocol for Multi-Scalar Multiplications (MSMs)

a-

F(gl;a1; v Smy am) — 1_[ gi "

iI€E[m]



Distributed Protocol for Multi-Scalar Multiplications (MSMs)

251

F(gl;a1; e 8my am) = 1_[ 8i

iI€E[m]

Assume that the parties have packed secret shares of: (take example m = 32 and pack vectors with 4 values)

81 g2 83 84 85 86 g7 g8 829 | 830 | 831 | 832

04 05 a3 0y s g oz g 029 | U3p | 31 | (32




Distributed Protocol for Multi-Scalar Multiplications (MSMs)

251

F(gl;a1; e 8my am) = 1_[ 8i

iI€E[m]

Assume that the parties have packed secret shares of: (take example m = 32 and pack vectors with 4 values)

81 g2 83 84 85 86 g7 g8 829 | 830 | 831 | 832

04 05 a3 0y s g oz g 029 | U3p | 31 | (32

1. Parties locally compute the MSM functionality (local since [g;] is actually gl¥il), giving packed

. - o1 o5 Ol29 oy g 030 a3z %7 ... 5931 Oy g 32
shares of a single vector V.= | 81 "85 ""820 || 82 "8 830 | 83 "87 831 | 84 '8s 83




Distributed Protocol for Multi-Scalar Multiplications (MSMs)

251

F(gl;a1; e 8my am) = 1_[ 8i

iI€E[m]

Assume that the parties have packed secret shares of: (take example m = 32 and pack vectors with 4 values)

81 g2 83 84 85 86 g7 g8 829 | 830 | 831 | 832

04 05 03 0y s g o7 g 029 | U3p | 31 | (32

1. Parties locally compute the MSM functionality (local since [g;] is actually gl¥il), giving packed

o - o1 (0433 Oz9 (08} (043 Q30 a3 o7 31 04 g 32
shares of a single vector V.= | 81 "85 ""820 || 82 "8 830 | 83 "87 831 | 84 '8s 83

2. Unpack these shares of V and get regular shares of [v;], [V2], [V3], [V4].

3. Locally multiply these shares to get shares of the final output v4 - v, - v3 - v4.



zkSaa$S Implementation



zkSaaS for Groth16 and Plonk: Setup

Local Prover zkSaas$ Servers
A A A A
1vCPU 96vCPU
4 GB RAM 128 GB RAM 1vCPU, 2 GB RAM each

N1 GCP Instances




W
zkSaaS for Groth16 and Plonk: Evaluation

—— Groth16(128) GROTHI16
—&— Local
EEE MSM
=55 R1CS to QAP

| No. of Servers = 128
o5 Packing constant = 32
No. of corrupt servers =31

Memory Exhaustion

28 29 210211212213214215216217218219220221222223224225
Constraints
Weak servers can handle 16 times more

Sl DK 20 PLONK constraints than consumer machine before
+ oca
running out of memory!

EEEE Group Operations

............. Field Operations

.......

210 211 212 213 214 215 216 217 218 219 2

Gates



W
zkSaaS for Groth16 and Plonk: Evaluation

—— Groth16(128) GROTH16

—&— Local

EEE MSM
=% R1CS to QAP

28 29 210211212213214215216217218219220221222223224225
Constraints

No. of Servers = 128
Packing constant = 32
No. of corrupt servers =31

Running Time

We get = 22x speed-up over consumer machine
—e— Plonk(128) PLONK
—&— Local
EEEE Group Operations

............. Field Operations

Why not 32 times?

.......

1. FFT doesn’t achieve equal division of work
e B 2. Sub-optimal use of Pippenger’s algorithm for MSMs

210 211 212 213 214 215 216 217 218 219 2

Gates



W
zkSaaS for Groth16 and Plonk: Evaluation

2" —A— Groth16-64.0Mbps GROTH16 o

—A— Groth16-256.0Mbps 7

—A— Groth16-4Gbps

2 --=Single Prover Baseline e
—-—- Perfect Division s

5

L
|, 2% o o o N
—— y N A AR &=

. é‘;fll:XM . zgécfgiiM IvCPU, 2 GB RAM each
21
o N1 GCP Instances
2 —————————————————————————————————————————————
23 24 25 26 27
Parties (n)
5
2° —A— Plonk-64.0Mbps -
—A— Plonk-256.0Mbps PLONK e
4 —&— Plonk-4Gbps
2 - Single Prover Baseiine No. of constraints = 21°
-=-= Perfect Division
0?2’ Packing constant = n/4
>
8 No. of corrupt servers =n/4 — 1
7]
21
20

23 24 25 26 27
Parties (n)
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THANK YOU
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https://github.com/guruvamsi-policharla/zksaas



Distributed Protocol for Fast Fourier Transform (FEFT)

FFT: Given polynomial p(x) = ay + a;x + --- + a3, x3! and W = {w?, w?, ..., 3!} (roots of unity)

Evaluate p(x) on W.

p(X) = dy P d1X + .-+ 331X31

A

5 15

podd(x) =a; tazgX+- -+ a31Xl peven(X) = 3¢ + aX + -+ + azpX

p(x) = peven(Xz) +X- podd(XZ)

~

Need to evaluate on W2 —— 16 unique values

Recurse for log 32 = 5 steps



Distributed Protocol for Fast Fourier Transform (FEFT)

Level 5 a, a, as, a; a, aj .. Azq Asy
. ) ) V V N
Level 4 a; tw'a; azt+w-a az; t W-az; by,c; bpcy 013 Bz
a; + w®a, a;+ w!a, az; + wltas, v v
b; + w%b b; + w’b bic + @%b
1 2 3 4 15 16 d, e, f, 8, - dg e fs g
b; + w®b, b;+ wlb, bic + w°byg
Level 3
c; + w8c, 3+ wlcy Cis + w8cyg
c; + w?*c, 3+ w?tc, Cis + w?tcyg
Level 2 \/
Level 1 Polynomial evaluations on W



Distributed Protocol for Fast Fourier Transform (FEFT)

How do we pack the starting values so that
we can compute down the tree on vectors of values?

Key Observation: Pack the a;, a,, ..., a3, as far away as possible

so that we can continue to compute on the PSS.

Packing 1 = 4 values together (m = 32)

dq

die (d24 ||A32

dg |dq7 Nazs dp |d10 Q18 |26 dg

After 3 steps, the computation needs to be done on values within same packing.

(1)0’ w1t \/ (1)0, ww

logm — logl = 3

Last logl = 2 levels are computed locally by parties!

d1 d

VAVERY

b;,c;  bycp D16, C16

Vo

dy, e, f,81 - d8»98»f8»884

az1 asp)

\\// \V/
Polynomial evaluations on W

[S0] — W 30|

BY()[

—



Distributed Protocol for Fast Fourier Transform (FEFT)

Key Observation: FFT (and each level i) is a linear operation.

Fli?FT((al+r1)» ) (am+rm)) = Fli?FT(alr oy @m)t F{:FT(FL, N gy

For the last log| = 2 levels of computation:

Pre-processing: Assuming packed shares of
(51, -+ 532) = Fapr(Fgpr(ry,, ) T32))

The parties do the following:
» Mask the shares at the end of Level 3 using shares of rj’s.

* King party reconstructs these masked shares, locally computes
Levels 2,1 on these masked shares.

 Final value obtained by unmasking using the shares of s;’s.

a, a, as a, .. az; as,
V v ) 7
by,cq  bp,cp e 16 C16 .
v \/ |
)
0a

d1;e1;f1;g1 d8'e8’f8’g8
\ / | / —
\/ \/ 8

Polynomial evaluations on W




