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Peggy Victor
accept/reject

proof
𝛑

𝐱,𝐰 𝐱

L ∈ 𝐍𝐏

Zero-Knowledge

π hides w.

Soundness

π will not be accepted if ∄w.

Anyone can verify

Non-interactive
C!

x w

1

I know w 
such that: 

Common Reference String (CRS)

Input-independent pre-processing: C!

Intuition: succinct proof that a certain statement is true.
E.g.: “I know an m such that SHA256(m) = 0”

Succinct

Verifier time ≪ |C!|, π ≪ |w|



zk-SNARKs: Applications

Anonymous Credentials 
[Chaum82]

Privacy Respecting 
Cryptocurrency [BCGGMTV14]

Private Smart Contracts 
[BCGMMW20]

Proving the existence 
of bugs in code [HK20]

Fighting Disinformation 
[NT16]

Verifiable Inference of 
Machine Learning [LKKO20]



Flurry of Research on Efficient zkSNARKs



Flurry of Research on Efficient zkSNARKs

Main parameters of interest

• Prover Time (>> Relation circuit time)
• Verifier Time/ Proof size
• Setup (structured/transparent)



An Example Application of Fighting Disinformation

Only “allowed” set of edits have been 
made to this video

π

Edit: blurring sensitive part

Proof needs to be zero-knowledge.
Large videos ⇒ SNARK generation time long.

Victor



Can the zkSNARK computation be delegated?

zkSNARK for “allowed” set of video edits!

π

π

Violates Privacy!!: Requires leaking the entire 
sensitive video to AWS

Victor
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π

π

Delegate to a group of servers, who run an MPC to 
compute the zk-SNARK.

Each server only gets a 
share of the witness.

Victor

Can the zkSNARK computation be delegated?

Collaborative zkSNARKs
[Ozdemir, Boneh 2022]



Prior Works

Efficient MPC to compute the zkSNARK proof –privacy for client’s witness.

Each server in this MPC takes as much computation time as a single prover!

Collaborative zkSNARKs [OB22]

Distribute work across machines in a compute cluster to get faster proof generation.

Leaks witness to the clusters -no privacy!

Distributed Zero Knowledge Proof System  [WZCAS18]



Our Results

OUR GOAL: Faster proof generation + Privacy-preserving guarantees of Collaborative zk-SNARKs

zkSaaS for privacy preserving delegation of zk-SNARK computation. 
Each server expected to run for a shorter duration than a single local prover.

Design zkSaaS to obtain faster runtimes than local provers for widely used 
zk-SNARKs, such as Groth16 [Gro16], Marlin [CHMMVW20] and Plonk [GWC19].

Implement a prototype of zkSaaS for Groth16 and Plonk get
 ≈ 22× speed-up when run with 128 parties, 2"# (Groth16) and 2"$ (Plonk) constraints.

Framework

Design

Implementation



Concurrent Work: EOS [CLMZ23]

• Also achieve our goal: private delegation of zkSNARKs for faster proof generation.
• Model differs from ours:

EOS [CLMZ23] zkSaaS

Client always online, throughout the 
zkSNARK computation.

MPC involving (honest) client + servers

Client shares the extended witness.
After this, entire zkSNARK computation is 

delegated to the servers

Reduces client’s work in this model
(doesn’t divide the work amongst all servers)

Delegates all of clients work to servers 
(post sharing of the extended witness)



zkSaaS Framework
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Step II (Proof Generation)
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zkSNARKs: Typical Design Blueprint
Step I (Extended Witness Generation)

Step II (Proof Generation)

Extended witness has the wire values corresponding to 
the evaluation of 𝐂𝐋 on statement 𝐱 and witness 𝐰. 𝐂𝐋

𝐱 𝐰

An zk-succinct argument of knowledge

Interactive Oracle Proofs (IOP) Functional Commitment Scheme+

zk-SNARK

Fiat-Shamir (using RO)

information-theoretic cryptographic

Cryptographic Operations (more expensive) 
+ Field operations



zkSaaS Framework

Typical zk-SNARKs: Step 1: Computing Extended Witness

Step 2: Generating Proof  (Cryptographic Operations + Field Operations) 

Secret Share “Extended Witness” 

π

Pre-Processing: each server gets a part of the 
correlated randomness 

Client computes Step 1

Servers collectively compute Step 2

Cryptographic Operations get 
equally divided amongst all servers.

Field Operations get equally divided 
amongst small servers. 

King does work linear in the 
number of field operations.



To aid users with mobile devices For extremely large computations

Statements involving Ethereum Wallets

Private Transactions and Smart Contracts Fighting Disinformation

Verifiable Private ML Inference

zkSaaS Framework: Example Applications

E.g. “I own an Eth wallet out of a 
set of 1024 wallets”

Prove general computations 
on smart contracts

Prove that only valid set of edits 
were made to image/video

Proof of inference on a learning model



Designing zkSaaS



Blueprint of Design [OB22]

Identify building blocks in 
zkSNARKs 

(Groth, Marlin, Plonk)

Design MPC for each building 
block with the desired efficiency. 

zkSaaS for the corresponding 
zkSNARK



Building Blocks in Groth16, Marlin, Plonk

Multi-Scalar Multiplications (MSM) 

Fast Fourier Transform (FFT)

Partial Products

Polynomial Multiplication and Division

F g$, α$, … , g&, α& = E
'∈[&]

g'+! F x$, … , x& = E
'∈[,]

x'
,∈[&]

For converting between 
coefficient and evaluation 

representation of polynomials

A combination of addition, 
multiplication and FFT 

operations

g' ∈ 𝔾, α' ∈ 𝔽, ∀	i x' ∈ 𝔽, ∀	i	



Packed Secret Sharing (PSS) [FY92]

𝑚

𝑠-𝑠"𝑠$ 𝑠.𝑠./$

Secret value

shares

Regular Secret Sharing

1 Value → 𝑛 shares

Corruption threshold: 𝑡 < &
'

[𝑚]
…

…



Packed Secret Sharing (PSS) [FY92]

m

s-s"s$ s0s0/$

Secret value

shares

Regular Secret Sharing

1 Value → n shares

Corruption threshold: t < (
'

[m]
…

…

m$

s-s"s$ s0s0/$

m" … m1 Secret vector

shares

Packed Secret Sharing

ℓ = O(n) Values → n shares

Corruption threshold t: 	t + ℓ < (
'

[m]
…

…



Computing using Packed Secret Sharing

v$ v" v- v2

𝑈 =

𝒱 =

s-s"s$ s#s2

r-r"r$ r#r2

u$ u" u- u2
Packed Secret 

Sharing
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Computing using Packed Secret Sharing

u$ + v$ u" + v" u- + v- u2 + v2

Addition

s$ + r$ s" + r" s- + r- s2 + r2 s# + r#

t-out-of-n	Packed sharing of:

u$	×	v$ u"	×	v" u-	×	v- u2	×	v2

Multiplication

s$	×	r$ s"	×	r" s-	×	r- s2	×	r2 s#	×	r#

2t-out-of-n	Packed sharing of:

v$ v" v- v2

𝑈 =

𝒱 =

s-s"s$ s#s2

r-r"r$ r#r2

u$ u" u- u2
Packed Secret 

Sharing
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• Compute shares of x: [x]
• Compute g 5



Distributed Protocol for Multi-Scalar Multiplications (MSMs)

F g$, α$, … , g&, α& = E
'∈[&]

g'+!

Key Observation in [OB22]: For g	 ∈ G, x ∈ 	ℤ4, to compute shares of g5:

• Compute shares of x: [x]
• Compute g 5

For packed secret shares: g6 g7 g8 g9to compute shares of                                                     :

• Compute shares of x =                                                : x

• Compute g 5

a b c d

For g	 ∈ G, a, b, c, d ∈ 	ℤ4,
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Assume that the parties have packed secret shares of:  (take example m = 32 and pack vectors with 4 values)
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Distributed Protocol for Multi-Scalar Multiplications (MSMs)

F g$, α$, … , g&, α& = E
'∈[&]

g'+!

Assume that the parties have packed secret shares of:  (take example 𝑚 = 32 and pack vectors with 4 values)

g$ g" g- g2 g# g: g; g< g"= g-> g-$ g-"…

α$ α" α- α2 α# α: α; α< α"= α-> α-$ α-"…

1. Parties locally compute the MSM functionality (local since [g'] is actually g[5!]), giving packed 

shares of a single vector v = g!
"% * g#

"&⋯g$%
"'( g$

"' * g&
")⋯g'(

"*+ g'
"* * g)

",⋯g'!
"*% g*

"- * g+
".⋯g'$

"*'



Distributed Protocol for Multi-Scalar Multiplications (MSMs)

F g$, α$, … , g&, α& = E
'∈[&]

g'+!

Assume that the parties have packed secret shares of:  (take example 𝑚 = 32 and pack vectors with 4 values)

g$ g" g- g2 g# g: g; g< g"= g-> g-$ g-"…

α$ α" α- α2 α# α: α; α< α"= α-> α-$ α-"…

1. Parties locally compute the MSM functionality (local since [g'] is actually g[5!]), giving packed 

shares of a single vector v =

2. Unpack these shares of v and get  regular shares of v$ , v" , v- , [v2].

3. Locally multiply these shares to get shares of the final output v$ ^ v" ^ v- ^ v2. 

g!
"% * g#

"&⋯g$%
"'( g$

"' * g&
")⋯g'(

"*+ g'
"* * g)

",⋯g'!
"*% g*

"- * g+
".⋯g'$

"*'



zkSaaS Implementation



zkSaaS for Groth16 and Plonk: Setup

Local Prover zkSaaS Servers

…

1vCPU
4 GB RAM

96vCPU
128 GB RAM 1vCPU, 2 GB RAM each

N1 GCP Instances



zkSaaS for Groth16 and Plonk: Evaluation
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GROTH16

PLONK

No. of Servers = 128
Packing constant = 32

No. of corrupt servers =31

Weak servers can handle 16 times more 
constraints than consumer machine before 

running out of memory!

Memory Exhaustion
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zkSaaS for Groth16 and Plonk: Evaluation

We get ≈ 22× speed-up over consumer machine

Running Time

GROTH16

PLONK

Why not 32 times?

1. FFT doesn’t achieve equal division of work
2. Sub-optimal use of Pippenger’s algorithm for MSMs

No. of Servers = 128
Packing constant = 32

No. of corrupt servers =31
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zkSaaS for Groth16 and Plonk: Evaluation
GROTH16

PLONK

No. of constraints = 2$=
Packing constant = n/4

No. of corrupt servers = n/4 − 1



I HOPE THE SPEAKER 
DIDN’T SAY ANYTHING 

IMPORTANT!

WOW, THE LAST HOUR 
JUST FLEW BY!LOOK, IT’S 1:30 PM!

eprint/2023/905
https://github.com/guruvamsi-policharla/zksaas 



Distributed Protocol for Fast Fourier Transform (FFT)

FFT: Given polynomial p x = a> + a$x + ⋯+ a-$x-$ and W = {ω>, ω$, … , ω-$} (roots of unity)

           Evaluate p(x) on W.

p x = a> + a$x + ⋯+ a-$x-$

p?99 x = a$ + a-x + ⋯+ a-$x$# p@A@0 x = a> + a"x + ⋯+ a->x$#

p x = p@A@0 x"  + x ^ p?99 x"

Need to evaluate on W" 16 unique values

Recurse for log 32 = 5 steps



Distributed Protocol for Fast Fourier Transform (FFT)

Level 5

Level 4

Level 3

Level 2
Level 1

a$ a" a-"

a$ + ω>a" a- + ω>a2 a-$ + ω>a-"
a$ + ω$:a" a- + ω$:a2 a-$ + ω$:a-"

b$ + ω>b" b- + ω>b2 b$# + ω>b$:
b$ + ω$:b" b- + ω$:b2 b$# + ω$:b$:
c$ + ω<c" c- + ω<c2 c$# + ω<c$:
c$ + ω"2c" c- + ω"2c2 c$# + ω"2c$:

…

a$ a" a- a2 … a-$ a-"

…

Polynomial evaluations on W

b$, c$ b", c" b$:, c$:

d$, e$, f$, g$ d<, e<, f<, g<…

…

…

…



Distributed Protocol for Fast Fourier Transform (FFT)

How do we pack the starting values so that 
we can compute down the tree on vectors of values?

a$ a" a- a2 … a-$ a-"

…

Polynomial evaluations on W

b$, c$ b", c" b$:, c$:

d$, e$, f$, g$ d<, e<, f<, g<…

Key Observation: Pack the a$, a", … , a-" as far away as possible
                                so that we can continue to compute on the PSS.

a$ a= a$; a"# a" a$> a$< a": a< a$: a"2 a-"…

Packing l = 4 values together (m = 32)

ω>, ω$:

⋮

After 3 steps, the computation needs to be done on values within same packing.

logm − log l = 3

logm
−
logl

logl

Last log l = 2 levels are computed locally by parties!

ω>, ω$:



Distributed Protocol for Fast Fourier Transform (FFT)

a$ a" a- a2 … a-$ a-"

…

Polynomial evaluations on W

b$, c$ b", c" b$:, c$:

d$, e$, f$, g$ d<, e<, f<, g<…

logm
−
logl

logl

Key Observation: FFT (and each level i) is a linear operation.
FBBC' (a$+r$), … , (a&+r&) = FBBC' a$, … , a& + FBBC' r$, , … , r&

For the last log l = 2 levels of computation:

Pre-processing: Assuming packed shares of

(s$, … , s-") = FBBC$ (FBBC" r$, , … , r-" )

The parties do the following:

• Mask the shares at the end of Level 3 using shares of r'’s.

• King party reconstructs these masked shares, locally computes 
Levels 2,1 on these masked shares.

• Final value obtained by unmasking using the shares of s'’s.


