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Secret Sharing Schemes

Shamir and Blakely (1979)
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Shamir Secret Sharing

LEAKAGE ATTACKS [Kocher(1996)]
What if in addition to t — 1 shares, adversary
gets arbitrary bounded bits from other shares too?

[Guruswami, Wooters (2016)]: Shamir breaks,
given 1-bit leakage on remaining shares.
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Leakage Resilient Secret Sharing

Dziembowski and Pietrzak (2007)

S
Correctness: Leak
> t shares give s.

Leakage Resilience: F be some family of functions on the shares.

Vs,s' Leak’ ~ Leak®'




Leakage Resilient Secret Sharing

Parameters
* Share Size: Measures size of the largest share amongst all N shares.
. N o
Smaller Share Size = Lower Redundan
Best we can hope for: message length + p alowed per share

 Leakage Model/Family: Determines the leakage queries allowed by
adversary. Adaptive vs Non-adaptive, Independent vs Joint

Non-Adaptive Independent Leakage
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Leakage Resilient Secret Sharing

Parameters

* Share Size: Measures size of the largest share amongst all N shares.

 Leakage Model/Family: Determines the leakage queries allowed by
adversary. Adaptive vs Non-adaptive, Independent vs Joint

Adaptive Independent Leakage
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Advéfsary

Joint model allows
queries to depend on
Ea multiple shares together.

t — 1 full shares
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Leakage Resilient Secret Sharing

State of Art

* Long line of research: [DDV10, LL12, GK18, BDIR18, SV19,
ADN+19,KMS19,FV19,BFV19,LCG+19,CGG+20, BFO+20]

\ }

Improve leakag~ ~~t small share size at
model, at expens Best of both? .pense of weaker
share size. leakage model.
Adaptive joint with share size Non-adaptive independent with
O(N.(message length + u)) share size 3.(message length + 1)

Our Result: Adaptive joint model with share size of

O((message length + p))



Today’s Talk

Define Leakage Resilient Secret Sharing
Important Parameters and State of Art
Our Construction: for adaptive independent model

Security Proof



Building Blocks

Adaptive Extractors

RANDOMNESS EXTRACTORS
[Nissan and Zuckerman, 1996]
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Security: Pr[b’ = b] = %+ €



Building Blocks

Adaptive Extractors

AVERAGE-CASE RANDOMNESS EXTRACTORS
[Nissan and Zuckerman, 1996]
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Security: Pr[b’ = b] = %+ €



Building Blocks

Adaptive Extractors

AVERAGE-CASE RANDOMNESS EXTRACTORS
Example: Leftover Hash (Impagliazzo, Levin, Luby, 1989)

1
@g“ﬂ 745 ZIOK

Define Ext: [F, X(IprIFp) — [F, as: Ext(w, (a, b)) == (aw + b)mod q
1s an average case extractor for k-entropic sources!

What if adversary gets leakage on
w, dependent on y;, and s?

fW,¥p,8) = Lgxe(wss)=y,




Building Blocks

Adaptive Extractors

Adaptive Randomness Extractors

w W source
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Challenger
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7‘“ Vb, S, f (W, ¥p) and a random bit b
ST b’ * Sety, = Ext(w; s)

Adaptive 1 * Picky, < U
Adversary
Security: Pr[b’ = b] = %+ €



Building Blocks

Adaptive Extractors

Theorem: Any average-case extractor is also an adaptive randomness extractors, with a loss in the error.
Proof:

Standard Extractor Adaptive
Challenger
Adversary Adversary
 Picks < Uj;,weW :f(.,y) y* « U, < f
and a random bit b Vb, S, f(w, )’*2 Vb, S,f(w,y“?
* Sety, = Ext(w; s) ' ?
e Picky, « U
V1 l b b

A
A

If y* =y, (which happens with probability 1/2%), then all correct evaluations!
- Adaptive ext error = 2%, (Standard ext error)



Our Construction

Toy Version (modification of [SV19])
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Our Construction
Toy Version (Security?)

m
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e Leakage f;(y1, 51, w;) 1s independent of m sty

taking as f; (s4, y1, w;) adaptive leakage on w;).




Our Construction
Toy Version (Security?)

m

ﬁﬂld secret sharing
™) ma)

® ® ® u bits leakage from 1 share
| Ext(wy; s)‘ ‘ Ext(wz;s)| ‘ Ext(ws; s)|
_I_
1 full share
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The 1 full share 1s also independent of m

Y
m,, 1s independent of m.



Our Construction
Toy Version (Security?)

m
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1 full share: Share,

secret
sharing

Share,

What about adaptive
leakage from Share;?
BREAK!!

Share; and Shares depend on s.
Thus, leakage function f3 depends on s.
Adaptive security fails!!




Our Construction

Main Construction Overview
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Our Construction

Main Construction Overview
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Our Construction

Main Construction: Adaptive Security
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Our Construction

Main Construction: Adaptive Security
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Our Construction

Main Construction: Adaptive Security
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Summary

* What I showed: adaptive independent scheme with share size: | ylz| 8 |Slz| W
|le| + |w}| --- with our adaptive extractors this gives-- O(|m| + ).

* Generically, we get same share size for N-parties and threshold ¢, and for a
adaptive joint model!

Paper: https://eprint.iacr.org/2020/1252
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Our Construction

Toy Version (modification of [SV19])
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Our Construction

Toy Version (Non-adaptive secure?)
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Our Construction

Toy Version (Non-adaptive secure?)
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These t — 1 m;’s are independent of m.



Our Construction

Toy Version (Non-adaptive secure?)
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Our Construction

Main Construction Overview
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Our Construction

Main Construction: Overview
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Our Construction

Main Construction: Adaptive Secure?
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Our Construction

Main Construction: Extending Security
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