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• Domain Extension for Non-malleable Encryption 
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• Privacy Amplification 
[Chattopadhyay, Kanukurthi, Obbattu, Sekar 2019]

• Black-box 4-round pairwise MPC in the plain model 
[Ishai, Khurana, Sahai, Srinivasan 2021]



Non-malleable Codes 
Parameters

• Tampering Family:                                      

• Rate:



Non-malleable Codes 
Parameters

• Tampering Family:                                      

• Rate:

.  .  .  .

𝑓# 𝑓$ 𝑓%

𝑐

ℱ& = {(𝑓!, 𝑓", ⋯ , 𝑓&): 𝑓': {0,1}
(
&→ {0,1}

(
& 𝑓𝑜𝑟 𝑒𝑎𝑐ℎ 𝑖}

𝑡-split-state family



Non-malleable Codes 
Parameters

• Tampering Family:                                      

• Rate:

.  .  .  .

𝑓# 𝑓$ 𝑓%

𝑐

𝑡-split-state family

Lower the value of 𝑡 ⇒More powerful Adversary



Non-malleable Codes 
Parameters

• Tampering Family:                                      

• Rate:

.  .  .  .

𝑓# 𝑓$ 𝑓%

𝑐

𝑡-split-state family

Lower the value of 𝑡 ⇒More powerful Adversary

=
𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑙𝑒𝑛𝑔𝑡ℎ
𝑐𝑜𝑑𝑒𝑤𝑜𝑟𝑑 𝑙𝑒𝑛𝑔𝑡ℎ



Non-malleable Codes 
Parameters

• Tampering Family:                                      

• Rate:

.  .  .  .

𝑓# 𝑓$ 𝑓%

𝑐

𝑡-split-state family

Lower the value of 𝑡 ⇒More powerful Adversary

Higher Rate ⇒Lower Redundancy



Non-malleable Codes 
Parameters

• Tampering Family:                                      

• Rate:

.  .  .  .

𝑓# 𝑓$ 𝑓%

𝑐

𝑡-split-state family

Lower the value of 𝑡 ⇒More powerful Adversary

Higher Rate ⇒Lower Redundancy

Long-standing Open Problem : Build optimal rate NMCs for ℱ"
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Prior Works

1/2

[CG14a]

Cheraghchi and Guruswami [ITCS 2014]
Feasibility Result: For any t-split state 

best rate achievable is 1 − 1/𝑡
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[CG14a]

[DKO13]

Ω(1/𝑛)

[ADL14]

Ω(1/𝑛!/#)
(1-bit messages)

[CG14b] 
[CZ14] Ω(log log 𝑛 / log 𝑛)

[ADKO15]
[AO20]

1/3

≈ 1/1,500,000

(arbitrary messages)

2-split

[CGL16]
[Li17]
[Li19]

10-split
Ω(1)

2-split

[KOS18]
[GMW18]
[KOS17]
3,4-split

Ω 1

2-split

(constant error)

Via “Non-malleable Reductions (NMR)”
Aggarwal, Obremski [FOCS 2020]

First constant rate 2-split-state NMCs!
Caveat- Complex construction and proof, each step of NMR 

incurs unsalvageable parameter loss!
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[GMW18]
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Via “rate and non-malleability amplifiers”
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I: Information-theoretic One time Message Authentication Code (MAC)
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Building Blocks

I: Information-theoretic One time Message Authentication Code (MAC)

II: Strong Randomness Extractors

III: Any 2-split-state non-malleable code.
(used to encode only “short messages”)
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Summary and Open Problems

• We build a 2-split-state NMC with rate 1/3. 
(improving prior known best rate of ≈ 1/1,500,000).

• One of the simplest NMC constructions!

• OPEN: Can we get optimal rate for any split-state with 
𝑡 being a constant > 2?



THANK YOU
Questions?


