
Problem 1 : (Two truths and a lie)
a) Identify the lie.

is secure againstmalicious verifiersi) Every HVzkP
-curth a different simulator

ii) An IP ut determunistic verifier can only exist

for LEND.

iii) MUzkes # LEND lie in minicrypt world.

[cfor Solutions (HP for GN an exampla

b)Identify the lie.

i) Dig sigs are publicly objects , but he in minicaypt.
) Rstassumption holds -> factoring assumption holds.
1) I commitment schemes that are both perfect hiding &

binding .

I ii) (this was class Hw for you to prove).for Stin
B

Problema
-

RO H : 40,1g4+
-60,

131a)
commit(bir) := Hub) , for bith & randomnes resoply"

S
- X3 - It is computationally hiding : H is an RO

, therefore
dution :

foreach

correct
response commi Ho[A]X2
forcomp I for begory , Adversary canGiven commit (bj (b)comp =

hiding&

-

gurs Up wp. & else
, HIblrb) looks randomonlycomanding

prpof CommitCommitme, it i postea#0-5) for ⑧
-

perfect binding to brute-force & find N ,22 St H(OIV) = HLIlIV) ·
explanation



· It is computationally binding ?

suppos I PPT A thatcan

find 1 , 2 St · Commit10 ; r)= com = Commit(1 j2)I- A can find ES - t . HO) = H(111)
of A can break collision resistance of ROH
(which is a contradiction (= RO is collision-resistant)

B

b) f : 10, Synt OWF
.

Commit(bir)= (bQue . - ·Orn
, firs) for bitb & randomnes

v=Kell-. Im Edopyp .

sationcomputationally hiding :

GOX3

for each

correct

response.

Given OWF g : %0,%"- dony"
,

consides f : spry"-oight defined as :

Men
,

show- (simple reduction
(1) for For this f

,

comp-hiding Commit(bir) = (DOr0 . - ·Orn
, f(r))

counterexample =(b) , gar,
XY
yor to recover by

flost for & Not computationally binding : (t not perfect binding)Icomp-binding
Idea: fis OWF but red not be collision resistant.counterexample. R

a OwF S.t frr' St. G=P1 & f(r) = fIr)I can be[which is feasible to find.
thes

commit(o ; 2) = (or 00 , fir)) :s equal.1 commit (1j2) = Co , fir)) = C
,
firi)

Take f(x) =g for OWFg Ran mSS
Prove it is

↑
& Set =rooh-11A)one-way ! Now

,
take ready B



proem3Lawr = [CN-pq,y) : Get ENSt. nEy ModN)3

a) Desorice IP It for LoR
b) Prove completes and sounds of I.

2) Prove that it is a 2KP·

solution :
-

-> XeLorr -Verifier (x)Prover(X)Recall that

Sunder
b=20

① if b=boutput :

0 O
- N.

#T= (P, V)↑
+2 for

I is gR & my is GNRcorrect

potro
comp:

Hence
, for houst prover vaccepts (b=b) w-p-1-

x is a BRsoundness : ather-
fle both BRE y2a sp are

- Even if p* is unbounded
,
blb

only wop.2.I+2 for>2
12 :

⑨Sin(e) : ber40, 13
correct- Set Zp=· Pick y EpEnt

· output (b, <b , b)smal
Easy to see View, (< P,

V> (x)) = Simb) RELAND .

B



Problem(in) :
-

ge( ,
9, 9) .

ROH: 40113**&q
Generate UIg & compute y

= g.

output pr= (G, 9, 9, %) ,

SK= (G,9, g ,
2)

Sign(SK, m) : RE *
g · F= gk ,

U=H
, m) ,

S:= (x+ R) mod a

entput r= (v
.

S).

vofy(pk ,
m

,r) : output 1 if H(gsy,
my = u

a) same Gen
, Sign' (sk

,m) picks REIq,
v= Him) & outputs

C (I= gR, S: = (Pa+ R) mod g)
Vofy(pR,

m
,

c= (I
, b) : generates v= Him) a

outputs1 If I= g. yu
RecaulHe for that Mallory gets PR= (G , 9,9 ,y)·

compete
i[ Mallory can pick Se4g , quy Ro on m to get

emput forgery (m
,
r= (l= g5.yu , 5)

b) Suppose signing factlya chooses dependent It in
-

consecutively issued signatures. When Signing Mo , Sign chooses
uniform random ROGIg . But to sign Mo

,
it sets bakoth

for some known a,
b.

Adversary gets (Moto) ,
(M, 2) a knows a

,
b, pR . Show it

can recover SR.
-

Solution (Sketch) :

=:
-> ①ro= Cro

, S) ,
where So = (e + Ro) mod a

5=x + hi) mod g= (VS) ,
where+2Pera = (x + aro+ b)modq

Solve for X : 02- 3= -aro)+ (aso+ b) mod a
↓r known .

m-

Recall geometric analogy of Schrow discussed in class.

R intercept (TS)-evaluation of line mythatrandom r.(-slope S-

correlateseproblem!what the attack shony : Of intercepts for 2-sigs


