
Problema : M = (Gene
, Enc , Dec) & T= (Gene

, Eng, Dec are PLE
=

schemes St- at least one is IND-CPA secure
,

but we don't

know which one. Consider following constructions of "Combiners"
with Gencil : (PR ,Ski -GeniCIN)

, (PR2, Ske) +Genzli] opp :(pwhich of these is IND-CPA secure ? SR

a) Euc(pk, m) : = (Eng(pRi , m)
, EnCz (pKz, m))

b Enc(pk , m) := Ene (PR , EnC (PR2 , m2) .

C) EMc (pk, m) = = EnCy (pRe, Endx (pk1, m1) .

d) Enc(pk , m) : = (En(pri , 8) , EnCe(pky , mer) for re40,
13 m !

solution
→

a) Not secure · Eg . Enc(pK,m) : = m Cit , insecure) then clearly
It is insecure Leven ifTe is IND-CPA secure)

미 chanks to Ravi for pointing out this attack)
Not secure.

Egg it is insecure and such that

Ens(pR2 ,m) : outputs mllo if first bit of m is o{ outputs m othewise.

Foeach part:
Now

,
even if it is secure for mot Ollm' ,

M,
= Allo' Frelyatoof }

for yes/no gets C = Fr(pRy , En(pR2 , Mb)) .

- En (PkzMo) &Eng(pk,m) are

+0.5 ㅣ of different lengths ,
Co ar trivially distinguishable.

for correct ( Remark : this is because IND-CPA only holds when adversary
intuitie sends two same-length messages. If the messages sent are of
explanation different length ,

CDA-attack is trivial))

φ not secure. (same reason as above)
d) secure. Giving complete explanation below

,
but a clea intuition

was enough .)
To show:I IND-CPA-secure or th IND-PASEME IT IND-IPASECU
→

- to show contradiction we show :

It not IND-CPA secure = Th, & The both not IND-CPA secure
.



「

adversary against
⑫ adversary againsta

π ↑
challinger (pk, pkz) λ

ㅐ→
(pm,, Skl = Gencr)m, Frelyn

tlite
mo,

m의 Evelyn_ ←
'

oγ,
G

2
d41ylm (a ,

l2)

→pk2
>

Somo ,
Neem,

challenger
M2 _ ' b

( Pk2 (sk2 )←Geu(lμ)다

Analyzing prob of breaking Mt, (symmetric argument for Tz):
(Pr(ErelynMIik ( pr . q) = 1) - Pr [EvelynTlik (pRc, G) =*])
←G (P부,0)nq G←nci(P(,()

= ㅣ
pr (Farelynt (¢Rc, pK2)

,
(G

, ()) =1] + Pr [Evelyn
# ((pR, pRz)

,
(4, ()) = A]

qeringEp.) GEEnc(pk ,Vo)
CzeㆍnC 2(Pk

2
,M.⑥잉) CI←En(2(P),

MiO?]

= Pr [Evelynt((pRi< pr)
,
@ , (s)=+] - Pr [Evelyn

*
(pR, PR

,
(

, (c)) =1] ㅣGEENG (pkin) -Eng(ph, (1)
Cr←tn

(2(p,M.θ) EEFEnz(pkz,Mir)

(note that these two probabilities
㉛

are same
,

hence cancel out)
-O is exactly distinguishing prob. of Frelynt, hence done.

賽

Problem 2 :
→

a) GON (1) = =GenCM) ; ·End'(PR,Mi2) := EUCCPR,MI ·GCr)
b Gen'lin) = Genci) ; End(pR, mir) := Enc(pk ,

m; fr(m))
C) Gen'(l" ; tIlk) : generate (pR,

SR)= Gen(i ; t) , eurput (PRIIK,
SK)

Enc'(pRIIk , m) : = Enc(pR,
m j fr(m)) ·

Sautian:

SA e secure

Girandom) & random E Encpk ,
m: Gerandom))E Enk ,

m; random)
toTo corren

( new security reduces to AND-CPA-security of TI.l 끼 secure

cseuas scasoning as a)
,

but with PRF Instead o PRG)



c) not secure

Given R
,

PRE not secure
.

Also
,
deterministic & not IND-CDA

secure
Problem 3 :

=

@ fioal := fCx)Ox

Solution : not secure.

Take f (x 1 ×2): = g ( x2)| lon12fr owFg & x11= 1 X2)

(simple to show + is one-way
π

But fix) = (g(X2)@X/lXz ,
which is new easy to invest

to5 for
{ given y-ylly ,

inverse : (ygly) 11 42)
correct yesno 乃舞

+ar5 for 미 fax) := yllyll--llynt ,
where y: yllyl---1yn : =f(x)

correct o Solution not secure.:
completea idea is to create a loophole to get easy inverse

,
based on last-bit)

should include flalt) . { 4lloz
,

f4 i = Onz, A= 1 x1
intuitie reason

for wny the
fconstructed

g(xD1l one-
*
11

,
0 . W . &g is a out

by you is art. fis OWE reduce to one-waynes of g ,

" easy inverse case

e

l
(

( happens w-p . Yerk
,

which is low. )
f2(x , 1(x2) = Yilyell-- · Lye , for yllyell .· KYnvllya : = f(X, 11X2)

= Yellyell. 11 ynz1l phl-1
can get inverse easily : X = onlyllyel---llynk

酶

Problem 4
=
I .EMCEPE ,mIllM11 -UMe ) ":EMdEPE,MDI1 1eIEPE, me)

isketensmpfore Geen C: -- De
, you can query Ella---de to De

Bec9



2. Enc(pR= (A
, Aste)

,
b) : Uerdaiym encode belong as 5= b.19127

output : C:= (VTA
, rT(Aste) + 5)

_Solution csketch)→

= ( rTA, σ TCAste)t b .297)
query Despit with CrTA, (rT(Aste) + b . (9127 + T9lz)) modg)amFrev wil decrypt to (b) ·

n

Problem 5

Tnam : = {C (φ 3 ,g ) E(GC2 xF )xG "Qlg= n}
un m

multiplicatis additive.
group group

P((n,¢),g) v(h , d))
RERGCI →

1 = p( k)

γ VER 40, 1 . --N-1]
∞

S != (ktgeg-+g) 〜 for integor N

s
acceptsifand only ifrtimes _

als) ← Iih"

a completeners (imple to prove)
b) Special soundnes

Solution (sketch) : Ext gets (I
,

U
,5) ,

(
, r,s) for VER set

ー丈

53 for
Gr, s) and II

, 215) are both accepting transcripts,
was

a gets statement (h,¢).
extractor : I = p($ ht = (8) . 4

%

& analysis
∞ ¢15) . pigjt =¢ 1s) · ¢ (g)

-V'

기 $ (8) . φ[go =$187-θgr ⇒ $t1 .g) =φ 1sto .g)ㅣ strig:
str.g C ↑ is a bijection)

u

∞ g
=(5 - s) . (rU)

*
(V-r'tO : rErl)

ns
as long as inverse exists

,
can finda



knowledge?zear

(sketch) :

n{ Sim(Ch,¢)) : · Pick rEho,...,N-13, SE
output (R= $15) .-

,
r

, 1)

(Argument similar to schnou) B4

d) RDH = {CCH,U
,v

)
,) ε G3

x
Eq

: u =gu
n v = ne}

solution (sketch) :

{ ¢: 4g -> G2 defiined as : ¢(a)-(ga, h
*)

F

comeforephieProve t is a group homomorphism. From for I is RDH

Problem 6
ー

Tommitmuet(M , lm ; 4
, l182) : = Committ (m,¿4,) /l commit (M2; r2)

Receive
ment (com , llcome , Milli, UNE) : output 1 if

Receive (com , M, r) = 1 and Receive (come, My,
e) =1

and o
,

otherwise.

a) computational hiding :

solution (SKiCh) :
一
ー

Hp ! commit (m,;2) /l commit (M2) ->show indistinguishable} by reducing tohidingH. : commit (m ;rí)/l commit (M2j re) f I.compre e
ts commit(mi ;2,) Il commit cmd; res} reduction simple.warowvixnow

, He ret > Rotate Can state wes transitivity

etbinding

1
· perfect binding of tiust broken -> for came complican
y (M

,2) , (Mir) St mFm
'

and Receivemust(com
,

m
,
r) = *

↑

& Receivemust
com

, m'ul)=1



↳

or
a

is ㅣ∵ m= M
, llmz m

,
l 11 m= m ' s Mit m! or met my

W ~
×

⑭4) , imr)
breaks2)

,
cm2'l

perfect binding breaks binding.
F

Problem7 :

a)熊 f PPT sqlogan ,
I rege S.t . An :

Pr
16,9, 915 gan) [Sqlogan

(I
,
(G

, 9, g) , g2) = h : h=gn] negen).

nbR 4q

show : SoH soever - CDH solver
=

Solution (sketch) : (Thanks to Aditya for complete ,
clean attack!)

→

forsavt
t

challengero Logan Sqlogan
creed to invoke Sqlogaw on

)
Gc

,q,( g)← glun) independent instances) 灵
por compete a

, berZg
→g , ga. gb γ1 ,

γ2 CR4q

dtac: gaern
2tzar,

=→cifwing
&for

analys

업) gpituitable_ gettrue#ht* cit winds

given these-
can findl

'

grab. Now, {
artbital gato-#if windfinding sqepot

easy+ can find gab

Analytheprob of
winas to complete !

(& prob , analysis won't work by
a

, gb&gatbthele, sarecorrelated-by. . .
on-

b) DIWE : Y SE lg ,
7 rege s-t- fn

1PUzmxnLEvelyn(A , Aste) = ]- i Evelyn (*, 2) = 13 =negecrAR4qm
×n

r624qm



show: DLWE Solver & DLWE solver.
⇌

Solution (sketch) :
ー BLWE

'

challunger Evelyn Frelyn
PLWE

pick s'24

韜器 f噬飛f : 时毕和D #A, Yb+ As]
b2oky
w "·

complete probability analysis (semple). ie

mblemS 2kp for NP using FHE
.

P (X) UEX)

computes witness w

(pk,SR) = Gen (112) C-Enclpk, w)
_

ber4019

breb
1

ifbet
, seFallph, C

,C1)
if b= 0

, =En(pK, 0)
비
ー acceptiff b=b

ampeona Perfect completenes ->

perfectonlyifunderlyinga
ashow

미 soundness ->

pan: to rnll
.

mey mayo on

hmnormpprunosfomary agntnn
,

I
Fw

aleiay
= o

hinis
ymur

am

tor

ew-p. 42

G under evaluated ciphertexts
idea doesn't work (Soundnes actually does not hold



unuss iresatisfisYm, AfeF
for prisk)( ←Gencin)

can① If this properly doesn't hold the prover respond
with bob w. p . 1 even if atL !_

② this property need not be satisfied by an FHE.

Example:→
Take a secure FRE : (Gen

, Eng Dec, Fral)
Construct : (Gen'-Gen ,

Enc! Dec Evall) as :

· Enc'(pk, m) : = 11) Enclpk,m)
· Eval'cpR ,<f) : = Oll Eral(pk, < f)
· DecIskb1lc) : = ignose first bit b olp DecIsk , ) .

You can prove that this scheme will still be IND-CPA secur,

satisfy both corrective a will have compacting ,
i
.e - is

an FHE
.
But clearly evaluated cepirstext is distinguishable

from ciphertext output by Enc.

(thanks to Tejeswar for the above explicit attack!)

) computational HVzK
C _ Sketch) : idea is simulator (for xtL) can pick

·C as Exclpk, random)·on
!

ㅣ
Solution

· behgy if bet de Fral(pR,
c
,
(r(x,)

+
for
!

if b= 0 -EnclpR, 0)
analysis

-
· outputs (C ,

c
, b)

Use correctness of evaluation # IND-CPA security of Ens to

argue comparational indist of sim view from real view of u
.

乃象


