
PKE for MEGO1Y from TDP TE (Gentd
, f, Enu) with he

Gen(in) : Gentacin) -I
,
to

output pr= I , sk-td
Enc/prim) : For bit mego, lg ,

choose rephaiz" and output
C= (fill

, hecrom)
Dec(SR

,
F=(r, S)) : = SR= Ed compute b= Inved(r)

output me bos.

Theorem 1 (Lecture 15 : If it is a TDP family with hep he-

then (Gen, Enc, Dec) is an IND-CPA PKE .

Proof:
Assume to the contrary that I Eve against the bit-encryption
We will build a predhc against the hep to show a
contradiction.

-

Xerdoin Predic Eve

Gent(ing-I, td
#y= f= (e)>y =file) Prbob'output :

bobl

EqO Now
,
Pr[Predic (1, y=fa)= heal =O]

-p[ve(pk , (y,0 = 0/hca) =0] + Pr[Eve(pR, ly, = Ahm=0)*l b=1 libb=00 (: blob=otoY bob:ber20, 14

Eqe Similarly ,
Pr[Predhc(I, y: ficall= #/hc(x) = 1]

= (Pr[Ere(pk, (y ,) = 1 (hm)=+) + Pr[Eve(pR,O/hC1])w
'b'ED=/ : bob =



(by definitionPr[Eve winS in IND-CPAgame]
(y , b) encrypts1)ly, b)encrypt +] + Pr[Eve(pr, ly,b)==+ [Fre(pl , cy,bil =o2 u ↓b
b= hE(X)16 b= Ca)

(PrEve(PR, (y , 0))= 0/hc(a)=0] + Pr[Eve(pr, (y,H)=0(ET
Eq= (Pr(Eve(pr , cy, 0))

=1 (hC() =1] + Pr[Eve(pR, ly ,Al =AnEW-)

Note that Eg + Eq = Eq0 + Eq

% PrEEve wins in IND-CPAgame]
= Eprfired(I , y-fil) =0/hca) =0] + PrEPredn(t,y= (nc()

= 1)
= Pr[Predhc (1, filal) = hCII]]

A


