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E-Voting: Application of PKE, Sigma Protocols

CS409: Introduction to Cryptography
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Physical Elections

Setting

Election Commission

* Registration: Voter ID
 Tallying by EC

Assumption: Trust EC

Requirements

Ballot Privacy: Ballot should not reveal details about the voter! (voting machines ensure it)

Verifiability:
1. Voter should be able to verify that his vote is counted. —Relies on the assumption of trusting EC
2. Verify that tallying is correct!

Integrity/Unique Vote: Multiple-voting should not be possible! (voting machines ensure it)

Accessibility: Anyone can vote (Voting booths everywhere!)



E-Voting

Setting “*How to authenticate? Voters Trustees

* Registration: managed by administrator
(invitation by email)

* Tallying by some trustees: all of them need to

a e % s
be corrupt to cheat! B d_‘ @ ]

Requirements
 Ballot Privacy: Ballot should not reveal details about the voter! (use PKEs!)

* Verifiability:
1. Open auditability: Voter should be able to verify (privately) that his vote is counted.
(ballots posted on bulletin board)
2. End-to-end Verifiability: Verify (publicly) that tallying is correct! (use ZKPs!)

* Integrity/Unique Vote: Multiple-voting should not be possible! (use ZKPs!)

* Accessibility: Anyone can vote (just need a device with internet connection!) °



heligs Voting: Registration

The administrator create a private election by creating specific voter list

(E.g. could be all IACR members, or all IITB members LDAP id)

Generate public parameters to enable encrypted voting (will discuss more shortly)!

Email the voting invite to each voter in the list with a voter’s username and password, a URL to voting
booth and an SHA — 1 hash of election parameters! (or ask voter to authenticate using LDAP id)

Create a New Election |

Use voter aliases:

If selected, voter identities will be replaced with aliases, e.g. "V12", in the ballot tracking center

Randomize answer order:

enable this if you want the answers to questions to appear in random order for each voter

Private?

A private election is only visible to registered voters.

....................................................................................... hehog

(show example demo!)



E-Voting

Voters Trustees

Setting

* Registration: managed by administrator
(invitation by email)
* Tallying by some trustees: all of them need to

be corrupt to cheat! ; g i e

Requirements

Ballot Privacy: Ballot should not reveal details about the voter! (use PKEs!)

*What PKE?

Verifiability:
1. Open auditability: Voter should be able to verify (privately) that his vote is counted.
(ballots posted on bulletin board)

2. End-to-end Verifiability: Verify (publicly) that tallying is correct! (use ZKPs!)

Integrity/Unique Vote: Multiple-voting should not be possible! (use ZKPs!)

Accessibility: Anyone can vote (just need a device with internet connection!) °



heligs Voting: Ballot Privacy

I: The trustee(s) post a public key that all voters can use to encrypt their votes. To ensure privacy of
votes, the tallying should be done on encrypted votes before decrypting to the final outcome!

Homomorphic Public Key Encryption

11 Having just a single trustee who holds the decryption key breaks privacy! The trustee can just
decrypt individual votes! Must have multiple trustees, at least one of whom is trusted!

Public Key Encryption allowing distributed decryption



heligs Voting: Ballot Privacy

Gen(1"): G(1") — (G, q,8),x ER Z,
pk = (G,gX=g"), sk = (G,gx)

Enc(pk,m):y « Z,
(Y =gY,C=mXY)

Dec(sk, (Y,C)): CY™* RECALL

El Gamal Encryption

I- Will this allow us to homomorphically tally?
- (i.e., aggregate encrypted votes into an encryption of the outcome, which can later be decrypted?

(Vote will be (yes)1/0(no))

How to correctly encode the votes?



heligs Voting: Ballot Privacy

Gen(1"): G(1™) — (G, q, 8), X €ER Z,
pk = (G,gX=g"), sk = (G,gx)

Enc(pk, gb): y « Zgb €{0,1} No-vote encoded as: g*
(Y = g%, C = gPX¥) Yes-vote encoded as: gl

Dec(sk, (Y,C)): CY™*

Exponential El Gamal Encryption
Homomorphism (Tallying)

Given CTy,, = (Y1,C; = gP1X¥1) and CTy, = (Y2,C; = gP2XY2) under same pk:
CTp, - CTy, = (gY1+YZ,gb1+b2 . XY1+Y2) = CTy, +b,

--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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**Shanks’ baby-step giant-step algorithm can extract 40-bit discrete log in seconds on a standard laptop!



heligs Voting: Ballot Privacy

Key Generation: G(1™) — (G, g, g) sent to all Tj. Each trustee T; picks x; €Er Z,; and sets
pki = (G, g X; = g%i), sk; = (G, g, x;). Publish pk;’s.
Election public key (sent to voters): epk = (G, g, X = [[; X; = gli Xi)

Enc(pk,gP): y « Zq;b € {0,1} No-vote encoded as: g*
(Y=gY,C= gbxy) Yes-vote encoded as: g1

Decryption: Given (Y, C) each trustee T; computes and publishes D; = Y*i
Plaintext recovered as: C/ [ [; D;

Threshold Exponential El Gamal Encryption

11: How to distribute the decryption by distributing sk amongst the trustees Tq, T, ..., T, ?
(Atleast on trustee T; must be trusted to be honest!)

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

[11: Does this guarantee ballot privacy? | If a single rogue T, sees (n — 1) pk;’s, generates X, €Eg Zq and
sets Xn = an/(H?z_ll Xl) Wthh leadS to epk — (Gg, an) :
(= T, can decrypt each vote!)

(pky, sky,) not well-formed! <—



heligs Voting: Ballot Privacy

pki — Gr q, 8 gxi
61" — G,q,8

. Voter(s)
k €g Zq =8 .
4 I r Er Z
challenge R
s := (rx; + k)mod q S ‘ Accept if and only if
gS . (gXi)—l‘ — I
RECALL Schnorr’s ZKPoK for Lpjeg: [Ipjog

Lplog ={h € G: Ix € Zys.t.g* = h} °




E-Voting

Setting

Voters Trustees
v Registration: managed by administrator
(invitation by email)
Tallying by trustees: all of them need to be

corrupt to cheat! ; g Ital o

Requirements

" Ballot Privacy: Ballot should not reveal details about the voter! (use PKEs!)

* Verifiability:
¥, Open auditability: Voter should be able to verify (privately) that his vote is counted.
(ballots posted on bulletin board)

2. End-to-end Verifiability: Verify (publicly) that tallying is correct! (use ZKPs!)

* Integrity/Unique Vote: Multiple-voting should not be possible! (use ZKPs!)

v Accessibility: Anyone can vote (just need a device with internet connection!) °



heligs Voting: Verifiability

What if the trustees do not tally the votes correctly?

. While decrypting, given (Y, C), if a rogue T,, computes and publishes d; = Y*i /g" for some v, then the
: plaintext decrypted will be (C/([]; Y*1)) - g¥, adding v votes to the count! :
[t can use this attack to add and subtract votes and keep the total vote count consistent!

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

-. make each T; prove that the discrete log of X; in base g is same as the discrete log of d; in base Y
Chaum-Pedersen ZkPoK for Lpy (IIpy)+ Fiat Shamir

R =2 I knOW the Xi (G; Cl; g ); Y} Xir di
y » g(ll’l) RN G, q' g

Voter(s)

com = gk, Yk ‘ 7
> C ER q
) C
challenge Accept if and only if
s := (cx; + k)mod q < & X (gs X ¢ = gk)

and (Y® - d; € = Y¥)



Sigma Protocol for DH Tuple: Chaum-Pedersen

Theorem 1: Chaum-Pedersen X protocol

Completeness. H.W.

Z Sim(Y, Xj, d;): (out-of-order) ¢, s €g Zg
Viewy((P,V)(Y,X;, d) = (g5 V), ¢ s = oxj +kmodq) | output: ((g°-Xi ), ¥* - di®) c;s) |

Special Soundness: (exactly like Schnorr)

e Ext ((Y, X;, dj), (Com = (a5 115, &, s), (com, ¢, s')) :

/ *  Weknow c # ¢’ and both are accepting transcripts
+ g XC =g =g X{¢ & Y°d7¢ =YX =Y"d[°

* = loggX; =logyd; = (s —s)(c—c )" modq



E-Voting

Setting

Voters Trustees
v Registration: managed by administrator

(invitation by email)
Tallying by trustees: all of them need to be
corrupt to cheat!

 WAY L |

Requirements

" Ballot Privacy: Ballot should not reveal details about the voter! (use PKEs!)
* Verifiability:
¥, Open auditability: Voter should be able to verify (privately) that his vote is counted.

(ballots posted on bulletin board)
\Z. End-to-end Verifiability: Verify (publicly) that tallying is correct! (use ZKPs!)

Integrity/Unique Vote: Multiple-voting should not be possible! (use ZKPs!)

v Accessibility: Anyone can vote (just need a device with internet connection!)




heligs Voting: Voter Integrity

What if a malicious voter encrypts a value different from 0/1?

A malicious voter can encrypt g10%0 for one candidate (multiple votes by same voter!)
and g ~°° for another candidate, thus not impacting total vote count!
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= Each voter proves that each ciphertext sent is either an encryption of 0 or of 1 (valid vote per candidate)
and the product of all these ciphertexts is an encryption of an integer lying in the prescribed range
(valid number of answers have been selected, if multiple answers allowed in voting!)

Prove: CT, = (Y = g¥,Cy, = (XY- gP)) is either an encryption of 0 or an encryption of 1
St ((Y,Co).) € Ron or (%Y. C1/8).5) € Ro
| |
Y:gy C0=Xy Y:gylcl/gzxy



helies Voting: Voter Integrity

S % o (G,q,8), (XY, Cp), (XY, C1))
7 oh ™ G
I know the b, y: g ‘ A7) —Gas

((X,Y,Cp),y) € Rpy

Let bdenote1 — b

(comg, cp, s7) « SIm*P((X, Y, Cp)
o P (comy, = (g, X*), com)

k ER Zq > C ER Zq
Ch =C—Cp ) C
sp = (cpy + k)mod q (Co,S0,C1,51)
" Acceptifandonlyif c = ¢y + ¢4
and VP accepts both
Proof idea discuss! (comy, ¢y, Sp) and (comy, €1,S;)

((X,Y,Ch),y) €ERpy Or ((X,Y,C),y) € Rpy
ﬁlBoneh-Shoup, Thm 19.19]


https://toc.cryptobook.us/book.pdf
https://toc.cryptobook.us/book.pdf
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E-Voting

Voters Trustees

Setting

v Registration: managed by administrator
(invitation by email)
Tallying by trustees: all of them need to be

corrupt to cheat! Q g |ta -

Requirements

ve Ballot Privacy: Ballot should not reveal details about the voter! (threshold homomorphic PKEs +Schnorr)

* Verifiability:
¥, Open auditability: Voter should be able to verify (privately) that his vote is counted.
(ballots posted on bulletin board)
\Z_ End-to-end Verifiability: Verify (publicly) that tallying is correct! (Chaum-Pedersen)

ve Integrity/Unique Vote: Multiple-voting should not be possible! (Disjunction of Chaum-Pedersen)

\/ Accessibility: Anyone can vote (just need a device with internet connection!) °



WHEN I GROW UP, I'M NOT
GOING TO READ THE NEWS-
PAPER AND I'M NOT GOING
TO FOLLOW COMPLEX ISSUES
AND IM NOT

GOWNG TO\OTE.

THAT WAY T CAN COMPLAWN
THAT THE GOVERNMENT
DOESNT REPRESENT ME.
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THEN, WHEN EVERYTHING GOES
DONN THE TUBES, T CAN
SAY THE SYSTEM DOESNT
NORK. AND JUSTIFY MY

FURTHER LACK OF
PARTICIPATION .
— 2
S WY

AN INGENIOUSLY
SELF - FULFILLING

ITS A LOT
MORE FUN
O BLAME
THINGS THAN
TO FIX

S,N\EM'/

THANK YOU



