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Lecture 20
Proofs of Knowledge, Non-interactive ZK, Sigma Protocols
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Recall: Commitment Schemes

Alice Bob

Commit to 𝐦:

Message 𝐦 Think of them as digital lockers!

Later, Open: 𝐦,

Checks if box has 𝐦

What properties would you desire?

Hiding  Locked box should completely hide 𝐦.

Binding Alice should not be able to open it to 𝐦′ ≠ 𝐦.

We will formalize this later but say we had this digital locker, let's build a ZKP for G3C



ZKP for G3C

ZKP for Graph 3-Coloring (G3C): 𝚷𝐆𝟑𝐂

Victor

Pick a random edge (i, j)
Pick a random perm 
ψ: R, G, B → {R, G, B}

• Open the boxes and check if 
they contain ρ(i) and ρ(j).

• Check: ρ i , ρ j ∈ R, G, B
• Check: ρ i ≠ ρ j

(i, j)

G
π

L$%& = {G:	∃	coloring	assignment	π: V ⟶ R, G, B 	to	G	such	that	neighbors	have	distinct	colors}
**V = {1,2, … , n}

ρ i = ψ π i 	∀i ∈ V
ρ i , ρ j ,

G, πPeggy G



Theorem 1
If the digital lockers have perfect binding and computational hiding, then 

Π$%& is a malicious-verifier computational ZKP for L$%&.
Proof Sketch
Completeness

Soundness

ZKP for G3C

H.W.

G not 3-colorable ⟹ ∃	(i, j) (an edge) such that π(i) and π(j) are the same color!
V will catch this edge and reject with probability ≥ 1/|E| (E is set of edges).

(Sequentially)* repeat E X t times so that V accepts with probability ≤ 1 − 1/ E ' () ≤ 2*)

Malicious Verifier Comp ZK

Sim+∗

Peggy

(𝐢, 𝐣) can be any edge!

Victor* 

PPT

ρ i , ρ j ,
(𝐢, 𝐣)

1. Pick random (i∗, j∗). Color these with different colors 
and the rest of the vertices red (ρ be this map).

2. Send                                 to V∗ and get the edge i, j .
3. If i∗, j∗ = (i, j) life is good, output:
4. Else, repeat! 

ρ i , ρ j ,

Binding?

Hiding?

**For one run (not the sequential repeat setting)

**Use hiding to show that the simulated transcript is 
indistinguishable from the real transcript (only for single run!) 

*Parallel repetition of this protocol is not zero-knowledge! –[Holmgren, Lombardi, Rothblum, 21]

https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://eccc.weizmann.ac.il/report/2021/032/download&ved=2ahUKEwinkOPZ0bSQAxVOZWwGHYRfKlEQFnoECDMQAQ&usg=AOvVaw1w9M6pB-at6drjQlxrMx05
https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://eccc.weizmann.ac.il/report/2021/032/download&ved=2ahUKEwinkOPZ0bSQAxVOZWwGHYRfKlEQFnoECDMQAQ&usg=AOvVaw1w9M6pB-at6drjQlxrMx05
https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://eccc.weizmann.ac.il/report/2021/032/download&ved=2ahUKEwinkOPZ0bSQAxVOZWwGHYRfKlEQFnoECDMQAQ&usg=AOvVaw1w9M6pB-at6drjQlxrMx05


HW 1
Can you get both perfect 

hiding and perfect binding 
simultaneously from a 
commitment scheme?

Commitment Schemes

Alice Bob

Commitment 𝐜𝐨𝐦
Later, Open:m, r

m ∈ 0,1 ℓ

Commit 1., m; r = com

Definition 1: Commitment Scheme
A commitment scheme is a pair of algorithms (Commit, Receive) with syntax:

Receive com,m, r = 0/1

Correctness: For all n ∈ ℕ and inputs m ∈ 0,1 ℓ: Pr
/
Receive Commit 1., m; r ,m, r = 1 = 1

Computational Hiding: For any m0 ≠ m1 ∈ 0,1 ℓ: Commit 1., m0; r0 ≈& Commit(1., m1; r1)

Perfect Binding: For any com ∈ 0,1 ∗, there do not exist two openings (keys) r1 and r2 such that
Receive com,m1, r1 = 1 = Receive(com,m2, r2) for distinct m1 and m2

**Remark: The commit phase can be interactive as well! 

**𝐂𝐨𝐦𝐦𝐢𝐭 𝟏𝐧, 𝐦; 𝐫 : denotes the algorithm 𝐂𝐨𝐦𝐦𝐢𝐭 taking input (𝟏𝐧, 𝐦) as input, using randomness 𝐫 to output 𝐜𝐨𝐦



Commitment Schemes: Construction 1
PKE 𝚷 = (𝐆𝐞𝐧, 𝐄𝐧𝐜, 𝐃𝐞𝐜) ⟹ Commitment Scheme 𝚺 = (𝐂𝐨𝐦𝐦𝐢𝐭, 𝐑𝐞𝐯𝐞𝐚𝐥)

Alice Bob
commit

open

Properties from 𝚷?
• Should be able to recognize honestly sampled pk.
• IND-CPA security ⟹ Computational hiding 
• Perfect Correctness of decryption ⟹ Perfect binding

m ∈ 0,1 ℓ

Commit 1., m; r = r1, r2 :
• Gen 1.; r1 ≔ pk, sk
• Enc pk,m; r2 ≔ c
• Output: com = (c, pk)

com = (c, pk)

m, r1, r2
Receive com,m, r :

• Compute pk3, sk′ ≔ Gen 1.; r1
and c3 ≔ Enc(pk,m; r2)

• Output 1 iff c3 = c ∧ (pk3 = pk)

(Proof discuss)



Commitment Schemes: Construction 2
OWP family {𝐟𝐧: 𝟎, 𝟏 𝐧 ⟶ 𝟎,𝟏 𝐧} with hard-core predicate 𝐡𝐜 ⟹ Bit-commitment Scheme 𝚺

Alice Bob
commit

open

• Security of hard-core predicate hc ⟹ Computational hiding [Lec15, Construction 1]
• f. permutation ⟹ Perfect binding (Why?)

HW 2
1. Formalize the proof!
2. How to extend this bit-commitment to string-commitment?

m ∈ {0,1}

Commit 1., m; r :
For r ∈ 0,1 .:
• Output: com = (hc. r ⊕m, f.(r))

Receive com,m, r :
• Output 1 iff m⊕ c1 = hc.(r) ∧ (c2 = f.(r))

com = (c1, c2)

m, r

https://sruthisekar.wordpress.com/wp-content/uploads/2025/10/lecture-15.pdf


HARDNESS
ASSUMPTIONS

open doesn’t imply implies

Big Picture so far
MINICRYPT

OWF

PRG

PRF

MACCPA-SKE

CCA-SKE

Digital Sig

CRHF

CRYPTOMANIA

KEY EXCHANGE

CPA-PKE

TDP

CCA-PKE

Commitment Schemes

Malicious Verifier Computational ZKP for NP
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ZK Proof of Knowledge 

Peggy

𝐱: statement

𝐰
witness/secret

ZK: Peggy proves that 𝐱 ∈ L without revealing 𝐰

Sometimes you need a stronger property from 𝛑: it should prove that Peggy “knows” a witness!

𝛑

Alice Bob
pk$%&'('% = g)

sk$%&'('% = x
pk$%&'('%

Proof that she “knows” the x corresponding to g6

Recall: identification protocol

How do we quantify “knowledge”? It should be possible to “extract a witness” from Alice!

Completeness, ZK: same definitions. Soundness?

Victor



Defining ZK Proof of Knowledge 
Definition 2: ZK Proof of Knowledge (zkPoK)

An interactive protocol Π = (P, V) for an NP language L is a zero-knowledge proof of knowledge if it is
1. Complete
2. Zero-knowledge
3. Knowledge Sound: ∃ expected polynomial-time extractor Ext such that ∀ prover P∗ and instance x:

Pr
7←'6)"∗(6)

[w	is	a	witness	for	x] ≥ Pr P∗, V x → 1 − ε5 Knowledge error

𝐄𝐱𝐭𝐏∗

x

P∗

If P∗ convinced V to 
accept then she will get 
w at the end of this!

• If you ask for one out of 2 and 3, we can trivially get a scheme. Why? 
• Ext has some extra power over V, or else one can break ZK using Ext! E.g. , Power of rewinding 𝐏∗

Knowledge soundness ⟹ Soundness Why? H.W.



ZK PoK for Dlog: Schnorr’s Protocol
Discrete Log Assumption
The discrete log problem is hard relative to 𝓖 if for all PPT Logan, there exists a negligible negl  such that

Pr
𝒢(1#)⟶𝔾,@,A

B∈$𝔾

[Logan(𝔾, q, g, h) → x	such	that	x ∈ ℤ@ ∧ g6= h] ≤ negl(n)

(RECALL)

𝒢(1.) ⟶ 𝔾, q, g

k ∈D ℤ@
I = g5

r r ∈D ℤ@challenge
ss ≔ rx + k mod	q Accept if and only if 

𝐠𝐬 X 𝐠𝐱 *𝐫 = 𝐈

Peggy Victor

𝔾, q, g, g6I know the 𝐱

Schnorr’s ZKPoK for 𝐋𝐃𝐥𝐨𝐠: ΠLMNA
LLMNA = {h ∈ 𝔾:	∃	x ∈ ℤ@	s. t. g6 = h}



Sim g6 : (out-of-order) pick r, s ∈D ℤ@
                 set I = gO X g6 */

                   output: (I, r, s)View+( P, V g6 ) ≔ (g5, r, s = rx + k	mod	q)

ZK PoK for Dlog: Schnorr’s Protocol
ΠLMNA is a ZKPoK for LLPNA with ε5 ≤ 1/q

Theorem 2: Schnorr ZKPoK

Proof Sketch:
Completeness:

Honest Verifier Zero-Knowledge (recall):

≡

Proof of Knowledge (recall):

𝐄𝐱𝐭𝐏∗
𝐏∗

gO X g6 */ = g O*6/ = g5 = I (∵ s − xr = k	mod	q)

𝐄𝐱𝐭𝐏∗ 𝐠𝐱 :	 Invoke 𝐏∗on g6 (Goal: extract 𝐱)
• 𝐏∗ sends I.
• Send challenge r1 and get s1.
• Rewind 𝐏∗ send r2 and get s2.

g6
g6

I
r1
s1r2

s2

Output: s1 − s2 r1 − r2 *1 mod	q

If 𝐏∗ gives accepting responses ∧ r1 ≠ r2  then gO%*6/% = I = gO&*6/& ⟹ x = s1 − s2 r1 − r2 *1	mod	q	
𝛆𝐤 ≤ 𝟏/𝐪

Recall from [Thm 3,Lec 17]

https://sruthisekar.wordpress.com/wp-content/uploads/2025/10/lecture-17.pdf
https://sruthisekar.wordpress.com/wp-content/uploads/2025/10/lecture-17.pdf
https://sruthisekar.wordpress.com/wp-content/uploads/2025/10/lecture-17.pdf
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Common input: P and V both have the statement x.
Private input: P has witness w for x	 ∈ L 

Sigma Protocols

challenge

Peggy Victor
commitment

com

c

r
response

(x, w) x

Accept/Reject

Three-round protocol: 
• P sends a commitment com to V.
• V sends a random challenge from some finite challenge space 𝒞.
• P then sends a response r to the challenge.
• V either accepts or rejects based on x and the conversation com, c, r . 

c ∈D 𝒞



Common input: P and V both have the statement x.
Private input: P has witness w for x	 ∈ L 

Sigma Protocols

challenge

Peggy Victor
commitment

com

c

r
response

(x, w) x

Accept/Reject

Three-round protocol: 
• P sends a commitment com to V.
• V sends a random challenge from some finite challenge space 𝒞.
• P then sends a response r to the challenge.
• V either accepts or rejects based on x and the conversation com, c, r . 

c ∈D 𝒞
Shaped like Sigma!



Common input: P and V both have the statement x.
Private input: P has witness w for x	 ∈ L 

Sigma Protocols: Definitions

challenge

Peggy Victor
commitment

com

c

r
response

(x, w) x

Accept/Reject

c ∈D 𝒞

Completeness: ∀ x,w ∈ ℛP, P x, w , V x 	accepts	with probability 1

Special Soundness:
∃ and efficient witness extractor 𝐄𝐱𝐭 such that for c ≠ c′ and com, c, r , com, c3, r3  both accepting

  Ext x, com, c, r , com, c3, r3 = w such that (x, w) ∈ ℛP
HVZK: Same as before [Def 3, Lec 18]!

**𝓡𝐋: relation corresponding to the language 𝐋
Schnorr is a 𝚺-protocol

https://sruthisekar.wordpress.com/wp-content/uploads/2025/10/lecture-18-1.pdf
https://sruthisekar.wordpress.com/wp-content/uploads/2025/10/lecture-18-1.pdf
https://sruthisekar.wordpress.com/wp-content/uploads/2025/10/lecture-18-1.pdf


Sigma Protocol for DH Tuple: Chaum-Pedersen
Diffie Hellman Triple For	𝒢 1. ⟶𝔾,q, g, (g6, gQ, gR) is a DH triple if z = xy

𝒢(1.) ⟶ 𝔾, q, g

k ∈D ℤ@
com = g5, h5

c

c ∈D ℤ@

challenge
ss ≔ cx + k mod	q

Accept if and only if 
𝐠𝐬 X 𝐮*𝐜 = 𝐠𝐤

and (𝐡𝐬 X 𝐯*𝐜 = 𝐡𝐤) 

Peggy Victor

𝔾, q, g	 , h, u, vI know the x

Chaum-Pedersen 𝚺 protocol for 𝐋𝐃𝐇: ΠLV

ℛLV 	= {((h, u, v), x) ∈ 𝔾%×ℤ@: u = g6	and	v = h6}
witnessstatement

**Next Class: application to e-Voting!

L,- ≔ { h, u, v ∈ 𝔾.: ∃	x ∈ ℤ/	s. t. h, u, v , x ∈ ℛ,-}



Theorem 3: Chaum-Pedersen 𝚺 protocol
ΠLV is a Σ-protocol for ℛLV.

Proof Sketch
Completeness:

Honest Verifier Zero-Knowledge:

Special Soundness:

Sigma Protocol for DH Tuple: Chaum-Pedersen

H.W.

𝐄𝐱𝐭

(exactly like Schnorr)

Sim h, u, v : (out-of-order) pick c, s ∈D ℤ@
                   output: gO X u*W , hO X v*W , c, s)View+( P, V h, u, v ) ≔ ((g5, h5), c, s = cx + k	mod	q) ≡

𝐄𝐱𝐭 h, u, v , com = (g5, h5), c, s , (com, c3, s′) : 
• We know c ≠ c′ and both are accepting transcripts.

∵ gOu*W = g5 = gO'u*W'   &  hOv*W = h5 = hO'v*W'

• ⟹ logA u = logB v = s − s3 c − c3 *1	mod	q
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Suppose there is a non-interactive 
ZK proof for L$%&

Is Interaction Necessary for ZK?

Peggy

𝐱: statement

Victor

𝛑

For 𝐱 ∈ 𝐋𝐆𝟑𝐂, Victor accepts 𝛑

𝐒𝐢𝐦

𝛑′

Victor
For 𝐱 ∈ 𝐋𝐆𝟑𝐂, 𝐒𝐢𝐦 produces an indistinguishable 𝛑′, accepted by Victor

What if you ran 𝐒𝐢𝐦 over 𝐱 ∉ 𝐋𝐆𝟑𝐂?

For 𝐱 ∉ 𝐋𝐆𝟑𝐂, 𝐒𝐢𝐦 still produces π′, accepted by Victor!

PPT PPT

PPTUnbounded

Why?? If 𝐒𝐢𝐦 (PPT) produces an invalid 𝛑0 then it can be used to tell if 𝐱 ∈ 𝐋𝐆𝟑𝐂 or not!* 

Not 

Sound!

Thm: If a language L has a non-interactive (one-message) ZK proof, then L can be solved in PPT.

ZK	⟹

*this is not possible as 𝐋𝐆𝟑𝐂 is an NP-complete language!



RO

Two ways to get Non-interactive ZK (NIZK)

Peggy

𝐱: statement

Victor
𝛑

PPT

Random Oracle Model and Fiat-Shamir Transform1.

“Common Random String (CRS) Model”2.
(We won’t see it in this course)



(𝐱,𝐰) 𝐱

NIZK Protocol: Fiat-Shamir

VictorNIZKPeggyNIZK

Fiat-Shamir Transform (Recall)
FIAT-SHAMIR: Replace the verifier with a random oracle.

(𝐱,𝐰) 𝐱

Accept/Reject

𝐜𝐨𝐦

𝐜 ∈𝐑 𝓒
𝐜

𝐫

𝚺-Protocol

Peggy𝚺 Victor𝚺

Run Peggy𝚺 to get 
1.𝐜𝐨𝐦
2. 𝐫, using 𝐜

𝛑 = (𝐜𝐨𝐦, 𝐜, 𝐫)

𝐱, 𝐜𝐨𝐦

𝐜

RO

Verify
using 𝐕𝐢𝐜𝐭𝐨𝐫𝚺 

Proof is skipped!



Final Lab released!
Deadline: Wed, 29th Oct


