
CS409: Introduction to Cryptography
Sruthi Sekar
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Malicious Verifier ZKPs, Commitment Schemes, ZKP for NP



Recap

Honest Verifier Perfect/Computational Zero-knowledgeInteractive Proof

Definition 1: Zero-knowledge (Interactive) Proof System
An IP protocol (𝐏, 𝐕) for a language L	is an interactive proof system if the following hold:
• Completeness: for every x ∈ L, Pr 1 ← P, V x = 1
• Soundness: for every x ∉ L, ∃	negl such that for every P∗, Pr 1 ← P∗, V x ≤ negl(n)

• Honest Verifier Perfect ZK: An IP protocol (P, V) for L is honest-verifier ZK if there 
exists PPT simulator 𝐒𝐢𝐦 such that for all distinguishers Spector and ∀x ∈ L 

Pr[Spector View" P, V x = 1] − Pr Spector Sim x = 1 = 0

**𝐕𝐢𝐞𝐰𝐕 𝐏, 𝐕 𝐱 : refers to the view seen by the Verifier (transcript along with verifier messages/randomness)
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Honest Verifier Perfect/Computational Zero-knowledgeInteractive Proof

Graph Non-Isomorphism (GNI) Graph Isomorphism (GI)
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Recall: Honest Verifier ZKP for GI

ZKP for Graph Isomorphism (GI): 𝚷𝐆𝐈

Victor

b ∈% {0,1}
Pick a random perm ρ

H = ρ(G&) H

Accept if 𝐇 = 𝛑𝐛(𝐆𝐛)

Lecture 18, Theorem 2
Π() is honest-verifier perfect zero-knowledge proof for L().

L() = { G&, G* : 	∃	permutation	π	s. t. G* = π(G&)}

b

G& ≅ G*
π

b = 0: send π& such that H = π&(G&)
b = 1: send π* such that H = π*(G*)

π& = ρ
π* = ρ ∘ π+*

(G&, G*, π)Peggy (G&, G*)



𝐕∗ need not follow the protocol (e.g., need not pick a random challenge)

What about Malicious Verifiers?
Definition 2: Malicious Verifier Perfect Zero-knowledge

An IP protocol (P, V) for L is malicious-verifier perfect ZK if for every PPT V∗, there 
exists a PPT simulator Sim"∗  such that for all distinguishers Spector and ∀x ∈ L 
Pr Spector View"∗ P, V∗ x = 1 − Pr Spector Sim"∗ x = 1 = 0

𝐒𝐢𝐦𝐕∗gets oracle access to 𝐕∗ as now the honest protocol need not be followed by 𝐕∗!

Peggy
…

Computationally 
unbounded

Malicious Verifier ZK

Victor* 

Pick a random perm ρ
H = ρ(G&)

Accept if 𝐇 = 𝛑𝐛(𝐆𝐛)

b

G& ≅ G*

π& = ρ
π* = ρ ∘ π+* 

H

π

𝚷𝐆𝐈: HVZKP for GI

Victor* 

b can be any bit
(not necessarily random)

(G&, G*, π) (G&, G*)

π-

Peggy



Π!" is Malicious Verifiers ZKP
Theorem 1: Malicious Verifier ZKP

Π() is malicious-verifier perfect ZKP for L().
Proof Sketch (for soundness error 𝟏/𝟐)
**Completeness and Soundness (with error 𝟏/𝟐) is as before (sequential or parallel repetition to reduce error?)

Malicious Verifier ZK

Peggy

View"∗( P, V∗ G&, G* :
G&, G* , H, 𝐛, π-

Victor* 

H
𝐛
π-

𝐛 can be any bit!

How to efficiently simulate without 𝛑? (𝐒𝐢𝐦 invokes 𝐕∗)

𝐒𝐢𝐦𝐕∗
Victor* 

1. Pick b∗ ∈% 0,1 	, perm. ρ at random, and compute H = ρ(G-∗).
2. Invoke V∗ on H to get 𝐛 (using independent random coins for V∗).
3. If b∗ = 𝐛 then life is good so output G&, G* , H, 𝐛, ρ .
4. Else, repeat until needed (but you ⊥ after polynomial steps)!

PPT

View"∗ P, V∗ (G&, G*) ≡ Sim"∗(G&, G*)

Run-time of 𝐒𝐢𝐦𝐕∗?As long as output is not ⊥ -in expectation: polynomial time
-if you do not ⊥, worst case: exponential time!



Sequential or Parallel Repetitions?
• Does repetition (t times parallel/sequential) of Π() reduce soundness error?

• What about HVZK for this 𝐭-parallel repeated Π()?

• What about Malicious Verifier ZK for 𝐭-parallel repeated Π()?

YES, IT REDUCES TO 𝟏/𝟐𝐭

YES, IT REMAINS HVZK! Why?

Peggy Victor* 

Peggy Victor 
Sim

Does not need any input from 𝐕 can perfectly simulate 
this using the out-of-order simulation for all 𝐭-runs!

𝐒𝐢𝐦𝐕∗

He is in trouble! Needs to guess 𝐛𝟏∗ , 𝐛𝟐∗ , … , 𝐛𝐭∗ that 𝐕∗ 
can send! This only matches now with prob 𝟏/𝟐𝐭!  

Thm [Goldreich-Krawczyk’90]: ∃ ZKPs whose parallel repetition is not malicious verifier ZK!

Thm (Some good news): Repeating Π() t-times sequentially preserves malicious verifier ZK!
**Requires proof, a little advanced (if interested see Goldreich, Vol 1, Ch 4)



Thm[Goldreich-Micali-Wigderson’87]: If OWFs exist, then all of NP has computational verifier ZK!

Do all NP languages have Perfect ZKPs?
We showed perfect malicious verifier ZKP for GI. Try thinking about GNI! What about all languages in NP?

[Fortnow’89, Aiello-Hastad’87] showed that we cannot have perfect ZKPs for all 𝐍𝐏 
unless something bizarre happens in the complexity world!

Definition 3: Malicious Verifier Computational Zero-knowledge

An IP protocol (P, V) for L is malicious-verifier computational ZK if , for every PPT V∗, there exists a 
(expected) PPT simulator 𝐒𝐢𝐦𝐕∗  such that for all PPT distinguishers Spector and ∀x ∈ L 
Pr Spector View"∗ P, V∗ x = 1 − Pr Spector Sim"∗ x = 1 ≤ negl(n)

What this is saying is anything you can think of proving regularly (like Euclid), can be proved in ZK!

Let’s prove GMW!
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Why are we interested in this?

ZKP for Graph 3-Coloring (G3C)
Graph 3-colorability: A graph is 3-colorable if there exists an assignment of colors for each 
vertex using only 3 different colors such that any two adjacent vertices have different colors!

𝐍𝐏-complete problem: Every problem in NP can be reduced to this problem!

For example: used in scheduling (exams, classes, sports, etc.)

ZKP for an 𝐍𝐏-complete language ⟹ ZKP for all 𝐍𝐏
*Proof of this requires some basic complexity theory!

Examples of NP assertions: 
• My public key is “well-formed.”
• Encrypted Bitcoin: “I have enough money to pay you.”
• Running programs on encrypted input: Given Enc(x) and y, prove that y = PROG x .



Reflecting on ZKP for GI

𝚷𝐆𝐈: ZKP for GI

• Honest Peggy “commits” to G& and G* by sending the “commitment” H to π.
• Soundness: The commitment H is “perfectly binding”: if G& ≇ G*, then malicious 
P∗ cannot fool Victor, as she can commit to only one of G& or G* in advance!

• ZK: H hides information about π from a malicious V∗

Victor

b ∈% {0,1}
Pick a random perm ρ

H = ρ(G&)

Accept if 𝐇 = 𝛑𝐛(𝐆𝐛)

b

G& ≅ G*
π

π& = ρ
π* = ρ ∘ π+*

(G&, G*, π)Peggy (G&, G*)

H

π-
Key to open



Commitment Schemes

Alice Bob

Commit to 𝐦:

Message 𝐦 Think of them as digital lockers!

Later, Open: 𝐦,

Checks if box has 𝐦

What properties would you desire?

Hiding  Locked box should completely hide 𝐦.

Binding Alice should not be able to open it to 𝐦′ ≠ 𝐦.

We will formalize this later but say we had this digital locker, let's build a ZKP for G3C



ZKP for G3C

ZKP for Graph 3-Coloring (G3C): 𝚷𝐆𝟑𝐂

Victor

Pick a random edge (i, j)
Pick a random perm 
ψ: R, G, B → {R, G, B}

• Open the boxes and check if 
they contain ρ(i) and ρ(j).

• Check: ρ i , ρ j ∈ R, G, B
• Check: ρ i ≠ ρ j

(i, j)

G
π

L(34 = {G:	∃	coloring	assignment	π: V ⟶ R, G, B 	to	G	such	that	neighbors	have	distinct	colors}
**V = {1,2, … , n}

ρ i = ψ π i 	∀i ∈ V
ρ i , ρ j ,

G, πPeggy G



Theorem 1
If the digital lockers have perfect binding and computational hiding, then 

Π(34 is a malicious-verifier computational ZKP for L(34.
Proof Sketch
Completeness

Soundness

ZKP for G3C

H.W.

G not 3-colorable ⟹ ∃	(i, j) (an edge) such that π(i) and π(j) are the same color!
V will catch this edge and reject with probability ≥ 1/|E| (E is set of edges).

(Sequentially)* repeat E x t times so that V accepts with probability ≤ 1 − 1/ E 5 67 ≤ 2+7

Malicious Verifier Comp ZK

Sim"∗

Peggy

(𝐢, 𝐣) can be any edge!

Victor* 

PPT

ρ i , ρ j ,
(𝐢, 𝐣)

1. Pick random (i∗, j∗). Color these with different colors 
and the rest of the vertices red (ρ be this map).

2. Send                                 to V∗ and get the edge i, j .
3. If i∗, j∗ = (i, j) life is good, output:
4. Else, repeat! 

ρ i , ρ j ,

Binding?

Hiding?

**For one run (not the sequential repeat setting)

**Use hiding to show that the simulated transcript is 
indistinguishable from the real transcript (only for single run!) 

*Parallel repetition of this protocol is not zero-knowledge! –[Holmgren, Lombardi, Rothblum, 21]

https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://eccc.weizmann.ac.il/report/2021/032/download&ved=2ahUKEwinkOPZ0bSQAxVOZWwGHYRfKlEQFnoECDMQAQ&usg=AOvVaw1w9M6pB-at6drjQlxrMx05
https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://eccc.weizmann.ac.il/report/2021/032/download&ved=2ahUKEwinkOPZ0bSQAxVOZWwGHYRfKlEQFnoECDMQAQ&usg=AOvVaw1w9M6pB-at6drjQlxrMx05
https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://eccc.weizmann.ac.il/report/2021/032/download&ved=2ahUKEwinkOPZ0bSQAxVOZWwGHYRfKlEQFnoECDMQAQ&usg=AOvVaw1w9M6pB-at6drjQlxrMx05
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HW 1
Can you get both perfect 

hiding and perfect binding 
simultaneously from a 
commitment scheme?

Commitment Schemes

Alice Bob

Commitment 𝐜𝐨𝐦
Later, Open:m, r

m ∈ 0,1 ℓ

Commit 19, m; r = com

Definition 3: Commitment Scheme
A commitment scheme is a pair of algorithms (Commit, Receive) with syntax:

Receive com,m, r = 0/1

Correctness: For all n ∈ ℕ and inputs m ∈ 0,1 ℓ: Pr
:
Receive Commit 19, m; r ,m, r = 1 = 1

Computational Hiding: For any m& ≠ m* ∈ 0,1 ℓ: Commit 19, m&; r& ≈4 Commit(19, m*; r*)

Perfect Binding: For any com ∈ 0,1 ∗, there do not exist two openings (keys) r* and r; such that
Receive com,m*, r* = 1 = Receive(com,m;, r;) for distinct m* and m;

**Remark: The commit phase can be interactive as well! 

**𝐂𝐨𝐦𝐦𝐢𝐭 𝟏𝐧, 𝐦; 𝐫 : denotes the algorithm 𝐂𝐨𝐦𝐦𝐢𝐭 taking input (𝟏𝐧, 𝐦) as input, using randomness 𝐫 to output 𝐜𝐨𝐦



Commitment Schemes: Construction 1
PKE 𝚷 = (𝐆𝐞𝐧, 𝐄𝐧𝐜, 𝐃𝐞𝐜) ⟹ Commitment Scheme 𝚺 = (𝐂𝐨𝐦𝐦𝐢𝐭, 𝐑𝐞𝐯𝐞𝐚𝐥)

Alice Bob
commit

open

Properties from 𝚷?
• Should be able to recognize honestly sampled pk.
• IND-CPA security ⟹ Computational hiding 
• Perfect Correctness of decryption ⟹ Perfect binding

m ∈ 0,1 ℓ

Commit 19, m; r = r*, r; :
• Gen 19; r* ≔ pk, sk
• Enc pk,m; r; ≔ c
• Output: com = (c, pk)

com = (c, pk)

m, r*, r;
Receive com,m, r :

• Compute pk<, sk′ ≔ Gen 19; r*
and c< ≔ Enc(pk,m; r;)

• Output 1 iff c< = c ∧ (pk< = pk)

(Proof discuss)



Commitment Schemes: Construction 2
OWP family {𝐟𝐧: 𝟎, 𝟏 𝐧 ⟶ 𝟎,𝟏 𝐧} with hard-core predicate 𝐡𝐜 ⟹ Bit-commitment Scheme 𝚺

Alice Bob
commit

open

• Security of hard-core predicate hc ⟹ Computational hiding [Lec15, Construction 1]
• f9 permutation ⟹ Perfect binding (Why?)

HW 2
1. Formalize the proof!
2. How to extend this bit-commitment to string-commitment?

m ∈ {0,1}

Commit 19, m; r :
For r ∈ 0,1 9:
• Output: com = (hc9 r ⊕m, f9(r))

Receive com,m, r :
• Output 1 iff m⊕ c* = hc9(r) ∧ (c; = f9(r))

com = (c*, c;)

m, r

https://sruthisekar.wordpress.com/wp-content/uploads/2025/10/lecture-15.pdf


HARDNESS
ASSUMPTIONS

open doesn’t imply implies

Big Picture so far
MINICRYPT

OWF

PRG

PRF

MACCPA-SKE

CCA-SKE

Digital Sig

CRHF

CRYPTOMANIA

KEY EXCHANGE

CPA-PKE

TDP

CCA-PKE

Commitment Schemes

Malicious Verifier Computational ZKP for NP




