Lecture 17

Digital Signatures cont., Identification Schemes, Fiat-Shamir

CS409: Introduction to Cryptography o
Sruthi Sekar
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Plain RSA Signature

GenRSA(1") — (N,e,d): N = pqg, e > 1 such that gcd(e, (N)) =1, d:= e 'mod @(N)
pk = (N,e) sk=(N,d)

Sign(sk = (N, d), m): compute o: = m9 mod N

Vrfy(pk = (N, e), m, 0): output 1 if and only if 6®* = m mod N

Plain RSA Signature

‘*%}SECURE OR NOT?

<

FORGERY JUST GIVEN pk? FORGERY ON A TARGET MESSAGE m™?

Tw‘\ /h?

Yes, pick a random x €g Zy and % A %Yes query ml, > = (m*/m;) mod N,

compute y = x®* mod N get 04 = m¢ mod N, 6, = m$ mod N
Output (m =y, 0 = X)

Output (m*, 0" = 6,0, mod \y)




RSA Full-Domain Hash Signature

Gen(1™): GenRSA(1") - (N,e,d): N = pq,
e > 1 such that gcd(e, (p(N)) =1,d = e tmod ¢@(N)
pk = (N,e) sk=(N,d)

A function H: {0, 1}* — Zy picked by Gen (implicitly)

Sign(sk = (N, d), m): compute o: = H(m)9 mod N

Vrfy(pk = (N, e), m, 0): output 1 if and only if 6® = H(m) mod N

RSA-FDH Signature

What property from H?

% FORGERY JUST GIVEN pk?

" FORGERY ON A TARGET MESSAGE m*? .



RSA Full-Domain Hash Signature

Theorem 1: EU-CMA Securlty of RSA-FDH

Proof Sketch: 3 Mallory breaking EU-CMA-security of RSA-FDH = 3 Solver against GenRSA

In RO model
leen """ (N,e,y) for » Solver Mallory
(N e, d) - GGHRSA(ln) (Acts like the RO) Dk= X
N * k= (N, e RO Queries
Observations: i e 1) h; = GJ ’ GJ €R Zy —h;

i Eg [q]: to plug challenge

-signatures are ¢ = H(m)¢ Slgn Queries
-which means H(m) = o°® WLOG, assume m; € Q"° V j It j=11 — m]{
: Else oj from above — G
If m" = m; then output o’ ‘ m'i o’ J
Else 1 ‘ T— |
Full analysis: discuss on board Pr[Solver wins] = Pr[Malloqry s o
H

ﬁ [Katz and Lindel, second edition, Thm 12.7]
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Identification Protocol

How does Alice identify (authenticate) herself in her communication with Bob?

v

\ 4

At the end of this protocol, Bob should be
convinced that he spoke to Alice and not Eve!

............................ e s
Prover P (sk) (Gen, P, V) Verifier V(pk)
1 R
Initial message dependent on sk '
r I €Eg -ka
Random challenge point picked from a set dependent on pk
S -
Response dependent on challenge ~ Accepts if and only if
and everything so far VY(pk,r,s) =1

A three-round identification scheme

é}Securlty? Eve watching the transcript (many times also), should not fool Bob!



W
Identification Protocol: Security

I[1 = (Gen, P, V)

pk |
Challenger ] Eve
A valid transcript?
Gen(1™) - pk, sk (LT, s) pj
I'Eve ER -ka
A valid transcript? </\

— (I,r,8)

Eve wins if output is 1
Identgye [y outputs 1, if and only if

V(pk, I'Eve, SEve) = Igve

~ An identification scheme I1 is secure against a passive attack if, for all PPT Eve, 3 negligible negl Vn
| Pr(ldentgyen(n) = 1] < negl(n) |



Identification to Signatures

@ FIAT-SHAMIR: Replace the verifier with a random oracle H, and Sign is just the prover algorithm.

- P(sk) Mg = (Genig, P, V)  V(pk) Gen(ln)' (pk, sk) < Gen;q(1™) and pick RO H: {0,1}" — Qi

L - Slgn(sk m): All computations same except:
) r -4~ Feg Qe T ~ compute r = H(I, m)
" 6 = (r,5)
~ Accepts if and only if Vrfy(pk m, 0): Compute | = V(pk,r,s) and
V(pkr,s)=1 Output 1 ifand only if H(I, m) =r
......................................... S U T e g e

Theorem 2: Fiat-Shamir gives EU-CMA secure DS

**Proof is advanced! If interested, see Katz and Lindell, second edition, Theorem 12.10.



Schnorr Identification Scheme

Discrete Log Assumption (RECALL)

The discrete log problem is hard relative to G if for all PPT Logan, there exists a negligible negl s.t. ¥V n
Pr  [Logan(G,q, g h) - xsuch thatx € Zj A g*= h] < negl(n)
GaM—Gasg
herG

Alice wants to use her ElGamal keys and convince
Bob that he is talking to her and not Eve!

Bob
PKElgamal = 8” PKEIgamal < This proof
SkElgamal =X and proof that she “knows” the x corresponding to pKgjgamal should

convince Bob!
Proof of Knowledge /ﬂ

T le This proof is something Eve, the impersonator, shouldn’t be able to give and convince Bob!
L This proof should not reveal x itself (otherwise, all security is lost!)

Zero-knowledge PrOOf.k,kN R Rar e T
Xt Iew lectu



TN

Schnorr Identification Scheme

Gg1") — G,q,8
pk=G,q,gh=g*

_________ sk=G,q,8x Bob/Verifier(pk)
"""""""" [ = gk :
. L r €g Z
challenge R™q
> . Accept if and only if
.................................................................................................................................................................................................... g-hr=1 .
**Correctness?

INTUITION

é Can impersonator Eve compute the response s (correctly) without knowing x?

- é Is the interaction revealing the secret x?

N,

‘No, Why? __ Real transcript Simulated transcript
I ER Zq r,S ER Zq L
(g r,s = rx + k mod q) . Output: (g5-h7T,r,s)

22



Schnorr Identification Scheme

e e e e e
¢(1") — G,q,g8
pk=G,q,gh=g"
_________ sk =G, q,8 x Bob/Verifier (pk)
""""""""""" [ =g~ :
) challienge [ Er Zq _
2 » Accept if and only if
.................................................................................................................................................................................................... g h=1 .
INTUITION **Correctness?
_________ é Can impersonator Eve compute the response s (correctly) without knowing x?
:': % Is the interaction revealing the secret x?
>

Given pk, Eve sends some [, gets r, = Eve could compute correct s4, S — Eve can implicitly compute
and can correctly respond with s for atleast two differentry,rp,ie, x=(s; —s,)(r; —1r,) 1 modq
such that g°>.h™" =] g>th™ = g%2h™"2



Schnorr Identification: Security

Theorem 3: Dlog implies security of Schnorr

........................................................................................................................................................................................................................................................................................................................................................................................................................

........................................................................................................................................................................................................................................................................................................................................................................................................................

....................................................................................................................................................................................................................................................................................................................................................................................................................

 Challenge: (G, q,),h ~ Logan Eve
| forh€p G | Setpk = ((G,q,8),h) LI
SimTrans: SimTrans +«———give transcript
I,S €ER Zq Lo (Lr,s)
t I = g5. h_r * ~ EVG
se g levedd __ 'Eve |
"Eve SR Lq | +«———give transcript
Ieve €ER Zq SimTrans

. . — (I, 1,5)
44Revind and re-run Eve to get Stvedd

: SEvé
her response on one more Iy, :

Output: * * S r
| [(ste — Stye) (ive — Five)“mod q]  Evewins if géive + hive = Iy © Evewinsifg¥eve - heve = Iy,

Pr[Logan wins| > (Pr[Eve wins])2 —1/q inning in both events_ gy # I'gye (otherwise usel®ss)

ﬁ [Katz and Lindell, second edition, Thm 12.11]




Schnorr Signature

Gen(1™): (1™ — G,q,g A function H: {0,1}* — Z picked by Gen (implicitly)
X € Zq and sety = g*
pk = (G, q,g h),sk = (G, q,8 %)

Sign(sk, m): choose k €g Zg, set I = gk, compute r = H(I, m), and s :== rx + k mod q

output 6 = (r,5s)

Vrfy(pk, m, 0): output 1 if and only if H(g® - h™", m) = r

Schnorr Signature

Schnorr Identification Protocol + Fiat-Shamir transform

READING EXERCISE: Another Dlog-based widely used signature is DSA: [Katz-Lindell, 12.5.2]
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