CS 409 : Introduction to Cryptography Fall 2025

Assignment 5
Digital Signatures, Commitment, ZKPs

Instructor: Sruthi Sekar TAs: Lakshya Gadhwal, Ravi B Prakash

Problem 1: Bad Randomness Attack on Schnorr Signatures

Let (sk,pk) be a key pair for the Schnorr signature scheme, defined as below (c.f. Lec 17).

e Gen(1"): Generate G — (G, q, g), Pick random oracle H : {0, 1}* — Z, implicitly. Generate
x €r Zy and compute y = ¢g*. Output pk = (G, ¢,9,y), and sk = (G, ¢, g, z).

e Sign(sk,m): Choose k €r Z,, compute I = ¢g*, r = H(I,m), s :== (rz + k) mod ¢q and
output o = (r, s).

e Vrfy(pk, m,o): output 1 if and only if H(¢®*-y~",m) =r.

Suppose the signing algorithm is faulty and chooses dependent values for k; in consecutively issued
signatures. In particular, when signing a message mg the signing algorithm chooses a uniformly
random kg in Zg, as required. However, when signing m, it choose ki as k1 < a - ko + b for some
known a, b € Z,. Show that if the adversary obtains the corresponding Schnorr message-signature
pairs (mqg, 09) and (mq,07) and knows a, b and pk, it can learn the secret signing key sk, with
high probability.

This attack illustrates why it is important to derandomize signature schemes derived from Sigma
protocols, in practice. It ensures that the signer is not dependent on the security of its entropy
source (i.e., the distribution used to pick k).

Problem 2: Commitment or not?

Consider the following (non-interactive) commitment schemes (Commit, Receive) for single-bit mes-
sages (c.f. Def 3, Lec 19). Which of the following schemes are computational hiding and perfect
binding commitment schemes? Explain. Further, if not perfectly binding, are these schemes com-
putationally binding (defined as below)?

Comutational Binding: A commitment scheme (Commit, Receive) is said to be computa-
tionally binding if for all PPT adversary A, there exists a negligible function negl such that
Pr{(mo, my,70,71) < A(1") : (mg # my) A Commit(mg, 7o) = com = Commit(my,71)] < negl(n)

1. Given a one-way function f : {0,1}"*! — {0,1}"*1 Commit(b,r) := f(b||r), for bit b and
randomness r € {0, 1}".

2. Given a random oracle H : {0,1}"*! — {0,1}", Commit(b,7) := H(b||r), for bit b and
randomness r € {0, 1}".

3. Given a one-way permutation f : {0,1}" — {0,1}""!, Commit(b,7) :== (b D71 Dro® -+ B
rn, f(r)), for bit b and randomness r = r||rs||...||r, € {0,1}™.
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Problem 3: Unique responses of Sigma Protocols

Let IT be a Sigma protocol (c.f. Lec 20). We say that IT has unique responses if for every statement

x € L and for every pair of accepting conversations (com, ¢, r) and (com, ¢, r’) for x, we must have
/

r=r.

1. Prove that Schnorr’s Sigma protocol, as we described in class, has unique responses.

2. Prove that the Chaum-Pedersen protocol, as we described in class, has unique responses.

Problem 4: ZKP for Knight’s Move Sudoku

Notation: The notation [n] indicates all natural numbers from 1 to n (both inclusive), that is,
n]={reN:1<z<n}.

Knight’s Move Sudoku is a variant on the popular logic puzzle Sudoku. For a Knight’s Move
Sudoku puzzle for positive integer n, you are given as input an n? x n? grid of cells, where the
cells are partitioned into n? disjoint n x n subgrids. Some of the cells begin filled with integers
from 1 to n?.

A solution is a way to assign an integer from 1 to n? to each cell which hasn’t already been filled
in a way that:

1. Each row contains each of the integers from 1 to n? exactly once.
2. Each column contains each of the integers from 1 to n? exactly once.
3. Each of the n? different n x n subgrids contains each of the integers from 1 to n? exactly once.

4. For all cells that are a “knight’s move” away from each other, the entries are distinct. Two cells
(i1,71) € [n?] X [n?], (i2,72) € [n?] X [n?] are a “knight’s move” away if either (a) |i; —ia| = 1
and |j1 —j2| =2or (b) |Zl — Z2| = 2 and |j1 —j2| =1.

You can find an example demonstrating a knight’s move at https://masteringsudoku.com/
chess-sudoku/.

Design an honest verifier zero-knowledge protocol for Knight’s Move Sudoku. Your protocol should
be computationally zero knowledge, have perfect completeness, and have negligible soundness error
(c.f. Def 3, Lec 18). You must prove that your construction satisfies all of the above properties.
You may assume the existence of one-way functions.

Problem 5: Malicious-Verifier ZKP for QR

Consider the language of quadratic residues over Zj;, defined as follows:

Let N be an integer such that N = pq for two distinct large primes p and ¢, and let
x € Z} be an element. Define the language

Lor:={x € Zy : 3y € Z} such that y* =2 (mod N)}

Provide a Zero-Knowledge Proof (ZKP) system for the language Lqr, assuming the presence of a
potentially malicious verifier.
Hint: Think along the same lines as the ZKP for Graph isomorphism discussed in class.
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Problem 6: One-Time Signatures

A) The Lamport scheme (c.f. [Lec 16, extra notes|) uses 2¢ values in the public key to sign
messages of length ¢. Consider the variant in which the private key contains 2¢ values
x1,...,29 and the public key contains the values vy, ..., y2 with y; := f(z;). A message
m € {0,1}" is mapped in a one-to-one fashion to a subset S,, C {1,...,2¢} of size £. To sign
m, the signer reveals {z;};cs,,. Prove that this gives a one-time-secure signature scheme.
What is the maximum message length ¢’ that this scheme supports?

B) A strong one-time signature scheme (s-OTS) satisfies the following (informally): given a
signature o’ on a message m/’, it is infeasible to output (m, o) # (m/,o’) for which o is a
valid signature on m (note that m = m’ is allowed).

Strong One-Time Signature Scheme

Let IT = (Gen, Sign, Vrfy) be a signature scheme, and consider the following experi-
ment for an adversary Mallory and parameter n:

. . . . 1—strong
The strong one-time signature experiment Sig forgemaiory, it (n)

i. Gen(1™) is run to obtain keys (pk, sk).

ii. Adversary Mallory is given pk and asks a single query m’ to oracle
Sign, (). Let ¢’ denote the signature that was returned. Mallory
then outputs (m, o) where (m, o) # (m',d’).

iii. The output of the experiment is defined to be 1 iff Vrfy  (m,o) = 1.

A signature scheme IT = (Gen, Sign, Vrfy) is a strong one-time signature scheme if for
all probabilistic polynomial-time adversaries Mallory, there exists a negligible function
negl such that:
. 1—stron
Pr[S]‘g_forgeMallory,l'%(n) = 1] S negl(n)

J

(i) Assuming the existence of one-way functions, show a one-way function for which Lam-
port’s scheme (c.f. [Lec 16, extra notes]) is not an s-OTS signature scheme.

(ii) Construct an s-OTS signature scheme based on any assumption you've seen in class.
Hint: Use a particular one-way function in Lamport’s scheme.

Problem 7: CRHF constructions

Recall collision resistant hash function from Def 1, Lec 10. Let the discrete log be hard relative
to G (c.f. Lec 12). Show that the following two constructions are fixed-length collision resistant
hash functions (input/outputs below can be viewed in binary representation as well!).

a) Hl = (Genl, Hl)Z
e Geni(1"): (G,q,g) < G(1"), and generate h €gr G. Output k := (G, q,g,h).
o Hi(xy,x9) : for (x1,79) € Zy X Zg, output g h*? € G.
b) H2 = (Gen27 HQ)Z
o Geny(1"): (G, q, hy) < G(1™), pick hg,...,hy €g G. Output k = (G, q, hy, ha, ..., hy).
o Hi(xy,...,m) :=[[, A", on input (z1,..., ;) with z; € Z,, and for t = poly(n).

i
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