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Problem1 : Are the following negligible or met ?

D Mcm :=
nlogn

&elution : Yes, it is negligible.

To prove take arbitrary constant 20 & observe

that- of < neogn
glogn which happens when logn>

&

This shous thataconstants-O
,
Fu

,
such that

- n> Mc, (n) t -> M is negligible.

2) M2(n) := 2 ch)/2(n) , for any negligible functions 292.

Solution: No
, Mc

is not negligble choices of negligible
functions 2012.
Example Here are many examples) :

Take 2 = 2 to be the same negligible function
Then M2(n) := 1

,
the constant function .

This is

clearly not negligible.

3) Min) : = alogh (n)
, for any negligible function 2.

Solution No
, My is not neglible- choices of neglfir .

Example :

-

Take(n) := -
,
which was shown to be

nlogr

negligible in a). Then M2(n) := 1
,
which is

not negligible
u



Problem 2 : Let F :=&fr : 90, 13"-90, 19 Gresoig be a PRF.
-

Define F Efr : <0, lyn-10 , lyTregoyn as :

fra) : = you ,
if k on

frias
,

otherwise

Prove that if F is a PRF
,
then

' is a PRF.

Solution (sketch) -> (you can prove using anyof the two defs)
-

Suppose #' is not a PRF -F Eve' that breaks the

--

securely of the PRF F !

We will build

Fettetbreaks
F as

followst
ChallengepPRF
REGyn

Pick a random fu
R : 20, lyn-40

, 1yn
Let Fo= R # b=b

-
F = fr EveFwins Ever'wins
De 20 , 13 bl - b=b

[ S

A sisthatet gets the correct responses accordingto
tr except for when R= On - which happens w-p .. th
Pr[FreTwins] = PrCEveTwinsIkton] · PEREON

+Pr[EveF'wins/k= ohy · PrER= Ony
-

↳
Now

, complete this analysis to argue
Pr[EueF wins] + non-negein)

⑭



bem3 : Show that G, and Ge are not PRGs & that F is

not a PRE -

a) G(s) := G(s)11G15) , for any PRG G

b) Gels) := f, (s)/lf2's)/l - - · /Ifals)
, for any PRF &fresign

2) For nxn Boolean matrix A & n-bit boolean rector b ,
FA

, b
: 90 , 131- copy" defined by Fab() := An + h.

call operations modulo 2).

Solution
=

a) Let H : go,light- 401 be a PRG · Define G : %0, 17- Go,19H

GIS) = HISS ·Sm) 11 su
wo w

firstbits lastbit

of s of S

Argue that ifH is a PRG then G is a PRG.
.

experena sen E Intuitively ,
S is picked at random from Gogh, In is a

Random bit &: His a PRG
, HIS-8n) is pseudorandom

level was L : GIS) is pseudorandom. ( (enough to treductionissimpleif
a

get you
8

I mark. Now,

9 1) = GIS)11GI5) = H(S · Sm)11su/lH(s--- n1)15
Now

, clearly G , /5) is next-bit predictable as given In
,

you know the last bit is In
.

B

b) The hint for this question was in the instructions (You
can use constructions in other questions)
Use the PREF from problem 2 with a slightmodification.s

fr'(h) := On
, if k= I (where F is a PRF)

- I fals
,
otherwise

then
,

as proved in problems, [frBresoign is a PRF.



But now
, Golst = filsilfusill ... 1lfn's)

= or 11 fasill ... 1lfuls)

clearly Ge is next-bit predictable!
T

c) FA
,
bl = Anth

observe that : FA
,
be+2) = Alth+) +b

= Ax + Anz + b

& FablOr - A . on + b = b

& FA
,
bld + (2) = Fables)+ Fa

,
bla2) + FA

,b/On)
Exact attack : query the orach on M, ,

0& MTN

for some es
,
the do

, ig", and get
responsesYou , You :You & Yo,a

If Yete = Yet you you the gues PRF

Else it is a random oracle
.

What is the winning probability ?
S

(non-negligible,
but find this probability)

u



roblem4: For each of the following symmetrickey encryption
-scheme IT= (Gen, Enc

, Dec) ,
is itrecurs against : ciphcalext

only attack (COA) & chosen plaintext attack (CPA) ?

a) Ea : goyn - 20, lyny resoyn ,

be a PRF.

Define #T for M= G0, 1" as :

Gen(i) : eusputs REG0 , lgn
Enc(k

, m) : · Generate &Ed, lya
· output C= (r, facriM , falm)).

DecIr
,
c= (V

,
S

,t)) : · compute m= fr(r) #S .
· If falm) -t

, output in

Else
, output +.

Solution It is COA-secure
,
but not CPA-secure.=>

CDA : · Fre can send Mo ,
M , (MotM) as challengemriages.- -

& get back C=, far Emb ,
Eb= fr(Mb))

---

· Now
, Eve queries Encp() oracle on modM ,

V -

again : get Co= (ro
,So , to) &=Cust , resp.

If to-to ,
Eve outputs 61 = 0

If to =- ,
Eve outputs b =1

What is the winning probability ?

COA" To prove it is COA secure is a simple reduction.
-

Assure F EveCOA breaking It ,
then, you can build Eve

PRE

that breaks the PRF security as follows.

ITuition:

L

Ccomponent ter isMencryptonorach,thedeterministea



Challenger
PRF FrePrf EveCOA

RELo , 1gY d'E60, 13

random " ridoyeign wordin
m

bErGaly
FO = R # !El = fr -

--If bl= D' output I

Else output 0.

A correct intuitive explanation of above reduction would( have itself earned you full marks, S
↑Calysis is simple complete its : If EveCOA wins & b= b

"

= EvePPF says it is PRF

Else FrePrf says it is random
.

Write down probabilities to show

EveCOA's advantage turns to EvePRF's.
M

b) Ifa : do ,g
"
- dog"Gregoin be a PRF

. Define it for M= G0
,
1y" :

· Gen(in) : Kepapy
· Enc(K

, m) : output c = fall) OM .
· Declk

, c) : compute & output m := fr(in) #C .

sation : This is a deterministic encryption scheme.

=> not CPA-secure .

can quarry encryption
oracle on challenge

messages I get the same ciphertext as the( challenge ciphertext. S
COA : It is COA secur. If you mentioned that G(R)= FRII)-
is a PRG if Stay is a PRF & said that it is computational
Oth which is known to be secure

, you get full marks
.

#


