
Hid- Sem Solutions

&oblem perfectly secues or not Gen ,
En

,
Re:

Gen(In) : Pick REG0, 13nkony
EnC (K, m) : = ROM
DecIk

, C) : = ROC

utionus, notperfectsecure abution Un on Message space
Then

, for any fixed meM
Pr[V =m/c = mj = 0 # Pr[Vm = m]
-
· You excluded k=on

F

b) Is Fla PRFY
F=&fr : 20

, 134-40, 1yn] regolyn is a PRF
.

if D = 0frce) : = G free)face t on1) if = #

Sution : No, not a PRF

Attacks Eve can query the oracle one RDOM.
-

are same=> PRF else random function.If the outputs
clearly Eve wins this with non-nege. prob.

A

c) G'PRG or not ? called parity of S

T
G : 20, 1y" -> 10

, 1ye be a PRG 7
Si = O (even parity)inG( := LG 1): Code parity)

Station:: this question is an example which shows
the importance ofdoiting a complete formal proof.



"proof" was hand-waived & hence I didn'tMy earlier
Catch a mistake in the reduction. There

,
intuition was

actually deceptive . Thanks to Aditya, who gave the seed

to launch a complete attack (although it uses a "leakage
- resilient "PRF

,
which I haven't taught in class)

Let Efr : Gog"-> 1013"Treign be a PRF that remains

secure
,

even when Eve gets a single bit dependent on R.
in addition to thecalled (In particular , say Eve gets ri

E latS andfunctionorace access to either fo or a randombalagent
PRES security Guarantee is that Eve still cannot win)the

assumingNow
, G(s) = florll is a PRG que(special PRF above

ifBut now the lastof G =Si = 0 = 0

I=0
-> Last-bit is predictable

B&> G is not a PRG .

- 3 Think intuitively, but only believe it if you can completelyrat Sprove it ! Sometimes
,
intuitions can be wrong!

d) IsTI coA-secure or not?
it is CTR-mode

, instantiate with the specific function
Fin D)

notCoA-secure.solution :

millmelims ,
then : filctr+Dificctr+2)if you encrypt 3-blocks

COC = Mr DMs which will lead to a COA-attack B



Problem : Let Gen ,is be collision resistant
-

a) H (x) := HRia) ① ,
e

solution : Yes
-

Given a collision for Hy : H(x)= H
,
(e)

& ete' : HRig)t = HRIa')//
& Ufa' : HRIa] = HR (l)

which gives a collision for I

b) HePlas := Hell - - - 16mm) where = elidell--lanellen.
solution : No

=>sylell--Illo X= Flidell---Itl1 is a collision
.

for anysylel.--le

2) &(a) := yllyll---lye+
where yllyell - -- lyellye = HR 2)

solution : NoFa collision resistant (Gen
,
↑)

, define Hallb) :=FAll
for bedoin.

Now (Gen , i) is also collision resistant (easy to show)
Instantiate 12 with thisI gives an attack ;

for any all-lent ,
I= all - - · Hamillo + 2 = call--H11*

is a collision.

u

Problem3 : F= & faidoig"- 20,
1 yng
Resign

be a PRE
.

IS
-

M : (Gen
,

Mac
, Verfys EU-CMA secure in each case below?

a) Genein) outputs Ready ( fixedlengtuMaL(M , lM2) : where (Mil = IMel = DI

output t= frolmi) fallm2
Solution : No
>

Mallory: query m
, 11m,

to get t= frollm @fRAlma)
=

MellM2 to get= fr(olm2) to fr(Allma
m, lluy to get t= frcollmi) -frilimes

Forgery: (Mallm ,
t to tet")



b) Gen (in) outputs Ready"
Mack(m) : output += (fr(m) , fr(m))·

solutions Yes
,

it is EUCMA secure .

=
Reductions Assume- Mallory against it
-

there is an Eve
, breaking the PRF security :

Challenger
PRE

Eve Mallory
REp20,1ya
DERGO1Y gidM... .Mq]

R:20,0yGo,z4Fandom
functionTis

Let FO= R

F = fr If Votyr(mit)=1@m'B (mit)
outputI

-

Else outputo

Pr[Eveful (in) = 1] = PrEMacForgem (n) =1)
&

PrEEveR" (in) = 13
=

A

&blem 4: G : 2013" - 10, 17t be a pseudorandom generator-

ME (Gen
,

ENC
,
Pec] defined as :

Gen(i) : outputs Koolg
"

Enc (R, m) : for me dolghti

ourut C= M if Reploolk, (i.e . first 100bits of Rare O
C=MOG(k)

,
Otherwise

Solutions It is not CPA secure : It is deterministic
-

with challenge message mo
,
M
,,

Eve gets is
Eve can quiry Enpl) on moem, to get Gods

If C= Co output o else if G = G output 1.

It does not have ciphertext integrity : query EnCrl) to get C

output c' = COM
⑭



Problems: Let (Gen
,
i) be fixed-length CRMF with in put

lengen In-1 and output length n-1. Define (Gen, n)
on inputs of length In :

h(D2) :=<blin) if b = 0

in otherwise

a) Is (Gen, h) collision resistant3
b) Is (Gen , by obtained using merkle-Damgard transform
to (Gen, h) collision resistant ?

Solution (sketch) :

-

ato, for any x+ - 20, 1g2n-1
Alles

,
illa) gives a collision.

b) Yes,

"Merkle-Damgard Lets zo : = or
,

a computer
Zithkaline) := 1 ... ,e+ 1

,
where Net

: H ·

·= hore) = ollo112) Idenote by Ollz,')
&El

, ...,+ , zo
= hR(0/zlxi) = Ola(112)

gotheprofexactlysameasMeeDamgardo a step
No argument changes!

u



blemYou
be a weakp.

Gencil) : eutput Reodaign
Ma(r(m) : output t= falm).

Solutions not EU-CMA secure · take the from the hint:

if a= 02n
#>

r := Lo) our

for a PRF

FEfr : 20, %me 40 1ynGreagn
show that: F is a weak PRF (via reduction)
-

The for this F
,
It has the following forgery :

Mallory can just output (m-o ,
t= on).

b)T = (Gen, Mac, Vify's for MeGoly
"

Genuin : Outputs REGo, ly
B

Mac'(R
, m) : generate readonigh a output t= (r, fr(rim)

Vrty(k , (mit)) : fort= (5) if farlim) = > Output1
else output 0.

Solution Modify the F from a) slightly :

forc,ethoyn , fulles) := 1 onOn
for a PRE

F = &fr : 50 , 13 40, 1yngRediyn
Againshow that :

F is a weak PRF Cria reduction)
then

, for this I
,

a clas forgery is :

Mallory outputs (M=O" , t = on) as a forgery



2) can you build an EUCMA secure it"just assuming
thatF is a weak PRF

Solution :

-I : Weak PRF length doubling PRG .

F = <fr : Goigh12-Goiymyrtoighle be weak PRE

consider G:dgiy"eggly :

G(silSz) := fs
,
(12) for 3,

% #ho,g"12! Prove that if F is a weak PRF- G is a PRG.

: You can now use GGM with G above

to get a PRE F=&fr :20,gn- 90,
1 yay
REG1yY

Step Now
,

the construction It in a) is

EU-CMA secure for M= <0,g1 when instantiated

with F

Tuition : Essentially GGM helps you transform A
U

a primitive (PRG Or weak Pof) with average-case" security
(meaning only on random inputs) to "worst-case" security
of PRFs (meaning for inputs of adv's choice).
For MAC this "worst-case" security is needed!

thinkabout CPA-encryption & if all this idone


