
CS409: Introduction to Cryptography
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Lecture 4
Pseudorandom Generators, Stream Ciphers



Recap
• Two Relaxations to overcome drawbacks of perfect security

-Efficient Eve (Eve ∈ 𝐏𝐏𝐓)
-Eve can succeed but only with negligible probability.

• Computational Indistinguishability of Symmetric Key Encryption (SKE).

• We had a candidate construction in mind for computational SKE in Lecture 2

G must be “unpredictable”

We will 
define this

Prove it’s 
computational 

security

https://sruthisekar.wordpress.com/wp-content/uploads/2025/08/lecture-2.pdf


Today

Pseudorandom Generators 
(PRGs)

Definitions

Computationally Secure 
SKE

(Security Proof by 
Reduction)

Building PRGs



Pseudorandom Generators
Unpredictability

k ∈ 0,1 !

G k ∈ 0,1 ℓ(!)

G

Recall: 𝐆 is length-expanding and “unpredictable” 

Let ℓ be a polynomial and let G be a deterministic polynomial-time algorithm such that for any n, and any 
k ∈ 0,1 !, G k ∈ 0,1 ℓ # , where ℓ n > n (expanding). We say G is next-bit unpredictable if 

for every 𝐏𝐏𝐓 Eve, there exists a negligible function negl such that, ∀i

Pr[Eve (	G k |$,&,…,(	)=G k |()$] ≤ 1/2 + negl(n)

Definition 1: Unpredictability

EveChallengerℓ n > n
𝐏𝐏𝐓

First 𝑖 bits (𝑖 + 1)-th bit



Pseudorandom Generators
Pseudorandomness

Let ℓ be a polynomial and let G be a deterministic polynomial-time algorithm such that for any n, and any 
k ∈ 0,1 !, G k ∈ 0,1 ℓ ! , where ℓ n > n (expanding). We say G is pseudorandom if 

for every 𝐏𝐏𝐓 Eve, there exists a negligible function negl such that,

Pr
*∈" ,,$ #[Eve G k = 1] − Pr

-∈" ,,$ ℓ(#)
[Eve r = 1] ≤ negl(n)

Eve wins if she guesses 
which world she gets

Recall: 𝐆 is length-expanding and 𝐆(𝐤) “looks random” 

𝐏𝐏𝐓
k ∈ 0,1 !

G k ∈ 0,1 ℓ(!)

G

Pseudorandom 
World

𝐤 ∈𝐑 𝟎, 𝟏 𝐧	
𝐲 = 𝐆(𝐤)

Truly Random 
World

𝐲 ∈𝐑 𝟎, 𝟏 ℓ(𝐧)

ℓ n > n

Definition 2: Pseudorandomness



Quick Quiz

What if Eve is 
unbounded?

What if 𝐏 = 𝐍𝐏?

EveChallenger

Next-bit Unpredictability

𝐏𝐏𝐓

G k = kk., k. = k$⊕k&⊕⋯⊕k!

G k = G$ k 0

G k = G$ k G&(k)

G k = G$ k ⨁G&(k)

G k = yℓ(!)yℓ ! 1$…𝑦$, where G$ k = y$y&…yℓ(!)

PRG or not?  (G$, G& are PRGs)

G k$k& = G$ k$ G&(k&)

Eve wins if she guesses 
which world she gets

Pseudorandomness

𝐏𝐏𝐓

Pseudorandom 
World

𝐤 ∈𝐑 𝟎, 𝟏 𝐧	
𝐲 = 𝐆(𝐤)

Truly Random 
World

𝐲 ∈𝐑 𝟎, 𝟏 ℓ(𝐧)



Let ℓ be a polynomial and let G be a deterministic polynomial-time algorithm such that for any n, 
and any k ∈ 0,1 !, G k ∈ 0,1 ℓ # , where ℓ n > n (expanding). 

 G is pseudorandom if and only if G is next-bit unpredictable.

Pseudorandom Generators
Pseudorandomness ⟺ Unpredictability

EveChallenger

Next-bit Unpredictability

𝐏𝐏𝐓

Theorem 1 Definition 2Definition 1 ⟺[ ]

⟺

Eve wins if she guesses 
which world she gets

Pseudorandomness

𝐏𝐏𝐓

Pseudorandom 
World

𝐤 ∈𝐑 𝟎, 𝟏 𝐧	
𝐲 = 𝐆(𝐤)

Truly Random 
World

𝐲 ∈𝐑 𝟎, 𝟏 ℓ(𝐧)



Pseudorandom Generators
Pseudorandomness	⟹ Unpredictability

Let ℓ be a polynomial and let G be a deterministic polynomial-time algorithm such that for any n, 
and any k ∈ 0,1 !, G k ∈ 0,1 ℓ # , where ℓ n > n (expanding). 

 If G is pseudorandom, then G is next-bit unpredictable.

Theorem 1A 

Proof: Assume to the contrary that G is predictable. To show: G is not pseudorandom

∃	Eve2-34(567- such that ∃ some i for which:

Pr[Eve'()*+,-.(( 9G k
/,1,…,+

) = 9G k
+3/
] >

1
2 + non − negl

What is non-negligible?
µ is non-negligible if ∃ polynomial p such that 
∀n, ∈ ℕ, ∃n ≥ n, such that µ n > 1/p n



Pseudorandom Generators
Pseudorandomness	⟹ Unpredictability

Let ℓ be a polynomial and let G be a deterministic polynomial-time algorithm such that for any n, 
and any k ∈ 0,1 !, G k ∈ 0,1 ℓ # , where ℓ n > n (expanding). 

 If G is pseudorandom, then G is next-bit unpredictable.

Theorem 1A 

Proof: Assume to the contrary that G is predictable. To show: G is not pseudorandom

∃	Eve2-34(567- such that ∃ some i for which:

Pr[Eve'()*+,-.(( 9G k
/,1,…,+

) = 9G k
+3/
] >

1
2 + non − negl

𝐄𝐯𝐞𝐩𝐬𝐞𝐮𝐝𝐨𝐫𝐚𝐧𝐝𝐨𝐦 𝐲 :
• If Eve'()*+,-.( y/, y1, … , y+ = y+3/, output 1
• Else output 0

Pr
4∈! 6,/ " Eve

'7)8*.(9!*.: G k = 1 − Pr
(∈! 6,/ ℓ(")

[Eve'7)8*.(9!*.: r = 1]

= Pr[Eve'()*+,-.(( )G k
/,1,…,+

) = )G k
+3/
]

>
1
2
+ non − negl

= Pr[Eve'()*+,-.((r/, … , r+) = r+3/]

=
1
2

>
1
2
+ non − negl −

1
2



Let ℓ be a polynomial and let G be a deterministic polynomial-time algorithm such that for any n, and any 
k ∈ 0,1 !, G k ∈ 0,1 ℓ # , where ℓ n > n (expanding). 

 If G is next-bit unpredictable, then G is pseudorandom.

Theorem 1B 

Pseudorandom Generators
Unpredictability ⟹ Pseudorandomness

Definition 2Definition 1 ⟹[ ]

PROOF IN NEXT CLASS

EveChallenger

Next-bit Unpredictability

𝐏𝐏𝐓

⟺

Eve wins if she guesses 
which world she gets

Pseudorandomness

𝐏𝐏𝐓

Pseudorandom 
World

𝐤 ∈𝐑 𝟎, 𝟏 𝐧	
𝐲 = 𝐆(𝐤)

Truly Random 
World

𝐲 ∈𝐑 𝟎, 𝟏 ℓ(𝐧)



Today

Pseudorandom Generators 
(PRGs)

(Definitions)

Computationally Secure 
SKE

(Security Proof by 
Reduction)

Building PRGs



Computational Indistinguishability

Challenger Eve

Π = Gen, Enc, Dec ,ℳ

m, ≠ m$ ∈ ℳ

cB ← Enc*(mB)
b ∈C {0,1}

k ← Gen 1!

b. ∈ {0,1}
Guess which one encrypted

An encryption scheme Π = (Gen, Enc, Dec) with message space ℳ is computationally 
indistinguishable against an eavesdropper if, for all 𝐏𝐏𝐓	adversary Eve, 

there exists a negligible function negl such that
Pr[PrivKDE3,F3GE (n) = 1] ≤ 1/2 + negl(n)

Definition 3

PrivKDE3,F3GE  outputs 1, if	b. = b
                         and 0,   o.w.

Eve wins if output is 𝟏

|m,| = |m$|

𝐏𝐏𝐓

RE
CA
LL



Computational One Time Pad
𝒦 = 0,1 !, ℳ = 0,1 ℓ(!), 𝒞 = 0,1 ℓ(!)

PRG Expansion ⟹ ℓ n > n

Pr
4←<)!(/")

Dec k, Enc k,m = G k ⨁ G k ⨁m = m = 1, 	 ∀m ∈ 0,1 ℓ(!)

Let G: 0,1 ! → 0,1 ℓ !  be a PRG.

Correctness 

Construction 1

Building Block

Gen 1! :

• Pick k ∈C 0,1 !

• Output k

Enc k,m :

k G G(k)

𝐧
ℓ(𝐧)

⊕ m = c

output

Dec k, c :
• Output G k ⊕ c



Proof of Computational Security
If G is a PRG, then Construction 1 is computationally secure.

Theorem 2 

INTUITION: Logical conclusions

G(k)⨁m,
If G(k) was replaced 
with r ∈C 0,1 ℓ #  

r	⨁m,

One-time pad
We know that 𝐄𝐯𝐞 can 

only distinguish this with 
probability 𝟏/𝟐

r	⨁m$≈

−[𝐄𝐪	𝟏]

If [Eq 1] is true, then Eve must
implicitly be distinguishing G(k) 

from r ∈= 0,1 ℓ >

REDUCTION: 
LET’S FORMALIZE 

THIS!

Proof by Reduction: ∃ Eve breaking Construction 1 ⟹ ∃	EveHIJ against G

Pr PrivK?@),A)9@ n = 1 >
1
2
+ non − negl



Output: 1, if b’ = b
               0, otherwise

Act as challenger 
and run Eve

Proof of Computational Security
If G is a PRG, then Construction 1 is computationally secure.

Theorem 2 

LET’S ANALYZE THE PROBABILITIES…

−[𝐄𝐪	𝟏]

Proof by Reduction: ∃ Eve breaking Construction 1 ⟹ ∃	EveHIJ against G

Pr PrivK?@),A)9@ n = 1 >
1
2
+ non − negl

EveHIJ

Input: y ∈ 0,1 ℓ(!)

Goal: output 1 in pseudorandom 
world with a non-negligible advantage 
over the random world.

𝐄𝐯𝐞𝐏𝐑𝐆/Challenger 𝐄𝐯𝐞

b ∈I {0,1}

m,, m$

cB ≔ y⊕m

b′

(break pseudorandomness)



Proof of Computational Security
If G is a PRG, then Construction 1 is computationally secure.

Theorem 2 

−[𝐄𝐪	𝟏]

Proof by Reduction: ∃ Eve breaking Construction 1 ⟹ ∃	EveHIJ against G

Pr PrivK?@),A)9@ n = 1 >
1
2
+ non − negl

(break pseudorandomness)

Pr
*∈4 ,,$ 5 Eve

HIJ G k = 1 = Pr[PrivKDE3,F3GE n = 1]

⟹ Eve gets actual encrypted ciphertext under Enc

> $
&
+ non − negl  (by [𝐄𝐪	𝟏])

Pr
-∈4 ,,$ ℓ #

EveHIJ r = 1 = Pr[Eve r ⊕mB = b]

⟹ Eve gets one-time pad ciphertext

=
1
2

Pr
4∈& 6,/ " Eve

DE< G k = 1 − Pr
(∈& 6,/ ℓ '

EveDE< r = 1 >
1
2 + non − negl −

1
2∴	



Today

Pseudorandom Generators 
(PRGs)

(Definitions)

Computationally Secure 
SKE

(Security Proof by 
Reduction)

Building PRGs



𝐩: prime (log& p ≈ 𝑛&), 𝐚𝟏, 𝐚𝟐, … , 𝐚𝐧 ∈I ℤ2
G x$, … x! = Σ(x(a(	mod	p

Ways to build PRGs

Theoretical Constructions Practical Constructions

Two Approaches

Start from a design framework
(“Appropriately chosen” functions, composed 

“appropriately many times” look random)

Build a candidate construction

Do extensive cryptanalysis

Rely on well-studied hard problems!

E.g.: Salsa, ChaCha, LCG, CSS, RC4, etc.

PRG from average-case hardness of Subset-sum

If Subset-sum problem is hard, then
G	is a PRG (expands n-bits to ≈ 𝑛&-bits).

Later in our course: One-way functions (OWF)
OWF⟹PRGs

[Boneh and Shoup]

public
info

n-bits ≈ n1-bits

∗∗ ℤ𝐩 is {𝟎, 𝟏, …𝐩 − 𝟏} with the operation +𝐦𝐨𝐝	𝐩

E.g.:

http://toc.cryptobook.us/book.pdf


Next Class
• Today , you saw proof via reduction (to the security of the underlying assumption). 

Next class, you will see another proof technique called “hybrid argument”

• Length-Extension of PRGs

      
• Unpredictability and Pseudorandomness are equivalent (Theorem 1B)*important proof



Remember: Lab Exercise 1 out today
Deadlines: Mon 11th Aug 11:59 PM for CTF, Wed 13th Aug 11:59 PM for Writeup+Code


