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Lecture 1: Introduction to the Course,
Classical Cryptography

CS409: Introduction to Cryptography
Instructor: Sruthi Sekar
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What Cryptography Will Teach You

What primitives/tools to use for which task?
= Encryption (Confidentiality)
= Digital Signatures (Authenticity)
.
How to define and prove security of these primitives?
Is this security unconditional or under certain assumptions?
Trade-offs between efficiency and security for real-world needs.

Essential backbone of secure systems






What Cryptography Can’t Protect You From

* When you use it: It does not solve all security problems
= Software bugs
= Social engineering attacks (phishing attacks, trusting wrong person/interface, etc.)

* When you implement it: Reliable only if implemented and used correctly.
= E.g., WEP contains many mistakes.

* When you build it: Rely on well-studied standard primitives instead of inventing your own
designs and assumptions.
= Microsoft’s Dual EC DRBG (used in Windows): was a random number generator.
= Custom authentication schemes in IoT devices: smart locks, cameras, etc. encrypt using
shifting ciphers (generally rely on “security by obscurity”).



https://crypto.stackexchange.com/questions/10417/explaining-weakness-of-dual-ec-drbg-to-wider-audience
https://crypto.stackexchange.com/questions/10417/explaining-weakness-of-dual-ec-drbg-to-wider-audience

You Use Cryptography Everywhere!

k' Proton Mail

Secure communication:
- web traffic: HTTPS

- wireless traffic: 802.111i WPA2 (and WEP), GSM, Bluetooth g

- WhatsApp, Signal, Proton mail

> 510 GB (5,10,10,91,55,328 bytes)

File and Disk Encryption: EFS, TrueCrypt, LUKS
Content Protection (e.g. DVD, Blu-rays): CSS, AACS

User Authentication: password hashing, Multi-factor
authentication, biometric authentication, FIDO/WebAuthn, etc.

Finance: UPI, Cryptocurrencies, Credit/Debit Cards (EMV)

LUKS Encryption (version 2) — Unlocked

Many many more....

|

UNIFIED PAYMENTS INTERFACE



Secure Communication

HTTPS
SSL/TLS

Protect against
-Eavesdropping
-Tampering
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Secure Communication

HTTPS

Protect against
-Eavesdropping
-Tampering

i

Two main parts of SSL/TLS:
1. Handshake Protocol: establish a shared secret key using
public-key cryptography (Module II of this course)

2. Record Layer: Using the shared secret key, send the data
securely, while ensuring confidentiality and integrity
(Module I of this course)




Example of an Advanced Tool (Module III)

Private Set Intersection (PSI) The Apple Pl Syatem

Alice and Bob want to jointly compute Athishek Rhommics — S

intersection of their private sets. Apple o Stanord Universty  Apple I
’ l\'lh.l l'.'I‘.‘-'.l' '\;ll'l lrllho'

Apple Inc Apple Inc.
Alice’s friends Bob’s friends ‘ R P
o | @ signal

The Difficulty Of Private Contact Discovery

noxie0 o 3 Jan 2014

1 Building a social network is not easy. Social networks have value
proportional to their size, so participants aren't motivated to join new

social networks which aren’t already large. It's a paradox where if
people haven't already joined, people aren’'t motivated to join.

iy .
%% Password Checkup extension
A
o Offered by: google.com
% % % %k & 295 | Productivity = & 900,000+ users
By Googl
G 4 oogrmlmgm BUSINESS CULTURE GEAR IDEAS SCIENCE SECURITY TRANSPORTATION SIGN IN SUBSCRIBE
HAY NEWMAN SECURITY @6 .19 2019 85:90 AM

Security Need: Alice (resp. Bob) should not learn Google Turns to Retro Cryptography to
. : , . Keep Data Sets Private
any 1nf0rmat10n about BOb S (resp° Allce S) Set’ Google's Private Join and Compute will let companies compare notes without divulging sensitive
except the intersection.

information.



Plan For This Course

MODULE

Secure Communication
in

Symmetric Key Encryption
Message Authentication

Cryptographic Hash Functions

MODULE II

Secure Communication
in Public-Key Setting

Public Key Encryption

Digital Signatures

MODULE III

Some Advanced Tools

Zero Knowledge Proofs
Fully Homomorphic Encryption

Private Set Intersection



Course Objectives and Recommendations

* Course Objective:
* Learn how cryptographic primitives work.

* Understand the security notions formally and write proofs of security.

* Recommendations:

* Beactive in class, take a few notes, and refer to slides. Primary references will be class slides with
extra references mentioned on the next slide and on the course webpage.

* All questions are important, so ask as many questions as possible in class. I will try to either
answer them right away or get back to you with an answer.

* Solve the assignments (even though they are not graded). Lab exercises will help you apply what
you learn! Try to make the most of this course!



Course Homepage and References

FOUNDATIONS OF MODERN
SRAIcls St A Graduate
Yeruda Linde Course in Applied
—— Cryptography
Dan Boneh
Victor Shoup

COURSE HOMEPAGE (for references/slides/announcements/grading policy): link ’



http://toc.cryptobook.us/book.pdf
http://toc.cryptobook.us/book.pdf
http://toc.cryptobook.us/book.pdf
https://sruthisekar.wordpress.com/introduction-to-cryptography-m/

Course Logistics

Grading Policy

Attend and be interactive to get 5% Fnd-Sem Fxam

Class Participation
(Ask, Answer, Attend)

35%

6-7 Ungraded Assignments
(some questions in Quiz/Exams)

5%

Quiz 1: 374 Sept, CC103 15%

. . 3 Quizzes
(in Quiz slot: 8:30-9:30 AM) (best two

out of three) 30%
15%

Lab Exercise 1: 8 Aug (tentatively)
(Prep material I: Out today) 4 Lab Exercises

COURSE HOMEPAGE: link

MOODLE: additional discussions, lab exercise submissions, grades


https://sruthisekar.wordpress.com/introduction-to-cryptography-m/

Contact Hours and TAs

* Meet me after class, or email me to set up an appointment (sruthi@cse.iitb.ac.in).

* Teaching Assistants: will be your help through the course (regular doubt sessions)!

Lakshya Ravi
22b0995@iitb.ac.in 24m2131@iitb.ac.in

* Temporary Class Rep: the goal is to find a TA discussion time for assignment solving. (form a group,
add TAs to it, and finalize a slot to meet them weekly).

Volunteer(s)?


mailto:sruthi@cse.iitb.ac.in
mailto:22b0995@iitb.ac.in
mailto:23m0815@iitb.ac.in

THE SCIENCE OF SECRECY

FROM ANCIENT EQYPT TO

QUANTUM CRYPIOGRAPMY

SIMON ".s'i NGH

DAVID KAHN

Welcome to

BLE FEFEEY

Home of the Codebreakers




A

an :
By Classical vs Modern
1900 BC 110 BC WWII )19808
Classical Crypto Modern Crypto
What?: What?:

v'Code Design
v'Code Breaking

How?:
v’ Steganography, Caesar Cipher,
nigma, Substitution cipher, etc.

ho used it?:
v’ Kings, Queens, Military
Organizations, etc.

v'Pillar 1: Formal definition of security capturing the requirements.
v'Pillar 2: Precise, well-studied assumptions to rely on.
v'Pillar 3: Rigorous mathematical proof of security.

How?:
v" Secure Encryptions, Authentication, Secure Computation, etc.

Who uses it?:
v" Everyone! (Net-banking, e-purchase, software updates, email)




Symmetric Encryption

‘ Bob

m -Plaintext message comes from some message space (set) M’
C -Ciphertext (hidden message) lies in some ciphertext space C

k -Shared common key (shared in advance “somehow”) from key space X

--------- > SY mme’crg



msg alb|c|d|e|f|g|h|i|j|k|]l|[m|n|lo|p|q|r|s|t|ju|v|w|x|y]|z

No key

cipher DIE|F|IGIH|T|J|K|LIM|N|O|P|Q|R|S|T|UIVIW|X|Y|Z|A|B|C

M =cC ={0,1,2, ....,25} (interpret the alphabets as numbers)

Encrypt Decrypt
¢i '= (m;+3) mod 26 ¢ Ci m; == (¢;—3) mod 26

L2
Lesson
Don’t hide Enc/Dec

* No secret key! Trivial to break!
* Encryption/Decryption must remain private here!




Kerckhotts’ Principle

The cipher method must not be
required to be a secret, and it must
be able to fall into the hands of the

enemy without any inconvenience.

Security should only rely on the
secrecy of the key!

Auguste Kerckhoffs
19th-century
Dutch cryptographer



Kerckhoffs is right because..

1. Maintaining the privacy of a short key (= 100 bits) is easier than maintaining the privacy of a
large algorithm (1000 times larger).

2. Easy to replace the key than a whole program if exposed! & VS
— Py
3. Itisinfeasible to imagine a secret pair of algorithms for every pair of communicating parties! L 5

More reasons to have an open cryptographic design:

1. Open designs undergo public scrutiny and, hence, are likely to be stronger!

2. Security flaws (if they exist) can be revealed by “ethical” hackers.

3. Public design enables establishment of standards. D :
angerous to use proprietary

Encryption schemes!



Shift Cipher [~58BC]

Key space: X = {0,1 ..., 25}. Key k chosen at random from X.

Encryption Algorithm: Shift By k

msg alb|c|d|e|f|g|h|i|j|k|]l|[m|n|lo|p|q|r|s|t|ju|v|w|x]|y]|z

cipher A|B|C|DIE|F|G|H|IT|J|K|LIM|N|IOIP|Q|R|S|T|U|VIW|X|Y|Z

K=M=¢C=1{01,2,....,25} (interpret the alphabets as numbers)

Encrypt Decrypt
¢; '= (m;+k) mod 26 ¢ Ci m; := (c;—k) mod 26

k—T T—k

BROKEN x Brute-force Attack- try all 26 keys! Lesson
Sufficient key-space principle

m;——> —> m;

1




Key space: K = all permutations on {0,1, ... 25}. Key k chosen at random from XK.
Encryption Algorithm: Shift using the map k

msg alb|c|d|e|f|g|h|i|j|k|]l|[m|n|lo|p|q|lr|s|t|ju|v|w|x]|y]|z

k: Secret mapping

cipher A|B|C|DIE|F|G|H|IT|J|K|LIM|N|IOIP|Q|R|S|T|U|VIW|X|Y|Z

M =¢C ={0,1,2, ....,25} (interpret the alphabets as numbers)
K =1{k:{0,1,2,....,25} - {0,1,2.., 25}: k is a permutation}

Encrypt Decrypt
M a=kmy T 9 T m=kie) [T 0™
k _ 1 L k

|| = 26! ~ 288, s0 no brute-force attack possible!




BROKEN

EXAMPLE

UKBYBIPOUZBCUFEEBORUKBYBHOBBRFESPVKBWFOFERVNBCVBZPRUBOFERVNBCVBPCYYFVUFO
FEIKNWFRFIKINUPWRFIPOUNVNIPUBRNCUKBEFWWFDNCHXCYBOHOPYXPUBNCUBOYNRVNIWN

Easy break: Frequency/Statistical Analysis
(exploiting statistical patterns of the English language)

Ciphertext-only attack

CPOJIOFHOPZRVFZIXUBORJRUBZRBCHNCBBONCHRIZSFWNVRIRUBZRPCYZPUKBZPUNVPWPCYVF
ZIXUPUNFCPWRVNBCVBRPYYNUNFCPWWIUKBYBIPOUZBCUIPOUNVNIPUBRNCHOPYXPUBNCUB
OYNRVNIWNCPOJIOFHOPZRNCRVNBCUNENVVFZIXUNCHPCYVFZIXUPUNFCPWZPUKBZPUNVR
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this cipher!
UKB| 6 | & THE
RVN
FzI | 4
Lesson

Don’t fix mapping from M to C!



#mw Vigenere (Poly-alphabetic Shift) Cipher [1553]
. “Smooth out” the frequency distribution of characters in the ciphertext, making it harder to perform

statistical analysis.
. Key now maps each instance of plain-text character to different ciphertext characters.

M)

Key: k is a random word of length t. 1

Encryption Algorithm: say k = CRYPTO (t = 5) EIW: Break 6 U
: Break this.
msg wlhla|t|a|n|i|c|e|d|a|y|t|o|d|a]|y ; E;qu;zf;;#

+ mod 26

key |C|R|[Y|P|T|O|C|R|Y|P|T|O|C|R|Y|P|T

gROME"

cipher Z|Z|Z|J|U|C|L|U|D|T|U|IN{W|G[C|Q|S

L Was harder to break, systematic attack took hundreds of years to device! j




Rotor Machines

Rotors
Lampboard

* @—~Keyboard

™A Plugboard

Lorenz SZ42
(12 rotors)

Hebern Machine
(single rotor)

Enigma
(3-5 rotors)

15} @€

)°) J')

Some form of
statistical analysis

Breaking these
ciphers led to the
first computers

a?)o""._,)

))00*))0099

"'vozvmvpv-p?y

used to break them!

@) .) DS '}JI)O®
2)3)3)a) ) 3)2) )¢

)%) DDA DR ')&% i

The Turing Bombe, Lesson

No Adhoc designs!
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Caesar
100 BC - 44 BC

1900 BC 110 BC WWII )19808
Classical Crypto ;Y Modern Crypto
What?: What?:
v'Code Design v'Pillar 1: Formal definition of security capturing the requirements.
v'Code Breaking v'Pillar 2: Precise, well-studied assumptions to rely on.

How?:
v’ Steganography, Caesar Cipher,
Enigma, Substitution cipher, etc.

ho used it?:
v’ Kings, Queens, Military
Organizations, etc.

v'Pillar 3: Rigorous mathematical proof of security.

How?:
v" Secure Encryptions, Authentication, Secure Computation, etc.

Who uses it?:
v" Everyone! (Net-banking, e-purchase, software updates, email)




1.

Modern Cryptography

Identify the threat model (adversary) and formalize what it means to defeat the adversary. This
becomes your security model.

Most modern cryptographic constructions cannot be proven unconditionally and are based on certain
assumptions (unproven/conjectured statements that have been tested for a long time).

Give a concrete mathematical proof of security in the well-defined security model identified in step 1,
either unconditionally or based on some assumption.

Prep For Next Class: Please revise probability basics before next class
(References: A.3 from Katz-Lindel, lecture slides)

Prep For Lab Exercises to Come: will post some prep-material through
Lab Exercise 0 today (ungraded). Please familiarize yourself with it and
contact the TAs if you need help!


https://sruthisekar.wordpress.com/wp-content/uploads/2024/08/lecture-2-2.pdf

LAOK ! A DECODER NOW! We CAN SEND

EACH OTHER SECRET
MESSAGES IN (O !

THANK YOU

r

|

DAD WONT BE ARLE TO

HA HA! NOW MOM AND | -
«. NGU THAY TURY
UNDERSTAND LS AT ALL!

DO ANNWAX... Y




