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1 Brief overview of the talk

We begin with the discussion of Pseudorandom Functions and how it is different from
Pseudorandom Permutations. We look at the Feistel Network construction and its con-
dition for being a Pseudorandom Permutation. Later we look at the Luby-Rackoff for-
mulation and analyse the same for proving our claim of implication between PRFs and
PRPs. We introduce a couple of lemmas to assist the proof. We use the hybrid argument
to prove one of the lemmas coupled with triangle inequalities etc.

2 Pseudorandom Functions and Pseudorandom Per-
mutations

Definition 1: A Pseudorandom Function F' is an efficient function:
F:{0,1}* x {0,1}" — {0, 1}",

such that every efficient algorithm A cannot distinguish well Fi(-) from R(-), for a ran-
domly chosen key K € {0,1}* and a random function R : {0,1}" — {0,1}". Intutively
it suggests us that we want A<() to behave like A%() for the algorithm A.
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Figure 1: Pseudorandom Function

Definition 2: A Pseudorandom Permutation P is an efficient function:
P :{0,1}" x {0,1}" — {0,1}",

such that for every key K, the function Px mapping « — Pk (z) is a bijection. In addition
to that, we assume that given K, the mapping x — Pk (z) is efficiently invertible. That
is P;! is efficient. The security of P states that every efficient algorithm A cannot
distinguish well (Pg(-), Pic*(+)) from (I1(-), II71(-)), for a randomly chosen key K € {0, 1}*
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and a random permutation II : {0,1}" — {0, 1}". Intutively, here it suggests us that we
want APxO:Px'() to behave like ATOT0O) for the algorithm A.
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Figure 2: Pseudorandom Permutation

3 Feistel Permutation & Luby-Rackoff Construction

3.1 Feistel Permutation

Given any function F' : {0,1}"™ — {0,1}", we can construct a permutation Dg using a
technique named after Horst Feistel, called as Feistel Permutation.

Definiton 3: The definition of D : {0,1}*™ — {0,1}*™ is given by

Dr(x,y) == (y, F(y) © z), (1)

where x and y are m-bit strings. Note that this is an injective function. It is bijective as
well since the inverse is the following.

Dt (z,w) == (F(2) @ w, 2). (2)
L —ﬁ) R — L
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Figure 3: Feistel Permutation

Note that Dy and D' are efficiently computable given F. Dy needs not be a pseu-
dorandom permutation even if F' is a pseudorandom function, because the output of
Dp(z,y) must contain y, and it is very unlikely that a random permutation will contain
entirity of y in its output.

The next intutive step might be to consider applying the Feistel permutation twice.
That is, we pick two independent random keys K; and K5, and compose the permutations
P(-) := Dpy (Dry, (+)). But this construction is still insecure, explained by the following
example.



Let, 0 denotes the all-zero string of length m, 1 denotes the all-one string of length
m, and F(0™) = Fg,(0™). This shows that, restricting to the first half, P(00) is the
complement of P(10), regardless of F. Similarly its a food for thought why we do not
get a pseudorandom permutation if the Feistel network is applied thrice.
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Figure 4: Feistel Not secure

3.2 Luby-Rackoff Construction

Definition 4: Let F': {0,1}* x {0,1}™ — {0,1}™ be a pseudorandom function. We define
the following function P : {0, 1}% x {0, 1}*™ — {0,1}*™: given a key K = (K, ..., Ky)
and an input x,

Pr () := Dry, (Dry, (Dry, (D, (2))))- (3)
Lo P Lt & L? @ L3 ? Lt
Fre, Fr, Fre, Fr,
R R R? R? R

Figure 5: Luby-Rackoff Construction

Note that this is just composing the Feistel network 4 times where the function con-
sidered is a Pseudorandom Function. Here the inverse of the following transformation
can be found by composing the inverses of the Feistel Permutations.
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Similarly, given four random functions R = (Ry,...,Ry), R; : {0,1}™ — {0,1}™,
let Pr be the analog of Construction (3) using the random function R; instead of the
pseudorandom functions Fy, in the Feistel network,

Pr(x) = Dp,(Dpy(Dr,(Dr, (2)))) (4)

We will need this construction for the proof of the claim using hybrid argument.

4 Proof of the claim: PRF implies PRP

We would like to prove the following theorem using all the tools we have learnt till now.

Theorem 1 (Pseudorandom Permutations from Pseudorandom Functions)
If F'is a (O(tr), €)-secure pseudorandom function computable in time 7, then P is a

(t,de + 1227 4 2. 272
secure pseudorandom permutation.
To prove this theorem, we will go with the following approach.
1. Py is indistinguishable from P or else we can break the pseudorandom function

2. Pg is indistinguishable from a random permutation

4.1 Py is indistinguishable from Pj

For proving this first part, we will need the follwing lemma.
Lemma 2 If F is a (O(tr), €)-secure pseudorandom function computable in time 7,
then for every algorithm A of complexity <t we have

)PK [APK’PI?() - 1} ~ Py [APR’Pﬁl() - 1] ‘ < de (5)

Proof: We will be using Hybrid argument to solve the following. Consider the
following five hybrids from {0, 1}*™ — {0, 1}*™:

e Hy(:): pick random keys K, Ko, K3, Ky,
Ho() = Dpy, (Dry, (Dry, (Drg, (4)))),
e Hi(-): pick random keys Ks, K3, K, and a random function £y : {0, 1}™ — {0, 1}™,
Hi() := Dry, (Dry, (D, (Dr (4)))),
e Hy(-): pick random keys K3, K, and random functions Fi, Fy : {0,1}™ — {0,1}™,
Hy() :== Dpy, (Dry, (DR, (DF (1)),
e Hj(-): pick a random key K, and random functions Fy, Fy, F5 : {0,1}"™ — {0,1}™,
H3(-) == Dpy, (Dry(Dr, (Dr, (0)))),
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e Hy(-): pick random functions Fy, Fy, F3, Fy : {0,1}™ — {0, 1}™,

H4() = DF4 (DF3 (DF2<DF1('))))7

Clearly, referring to (5), Hy is the first probability of using all pseudorandom functions
in the construction, and H, is the second probability of using all completely random
functions. By triangle inequality, we know that

3 ‘P [AHz'vHZ ' = 1] - P [AHwhHaﬁ — 1] ) > €& (6)

We now construct an algorithm A%C) of complexity O(tr) that distinguishes whether
the oracle G(-) is a pseudorandom function Fi(-) or a random function R(-).
The following are the steps of the algorithm.

e The algorithm A’ picks i keys K1, K>, ..., K; and initializes 4 —i — 1 data structures
Sit2,...,S4 to () to store pairs.

e The algorithm A’ simulates A%°~". Whenever A queries O (or O~"), the simulating
algorithm A’ uses the four compositions of Feistel permutations as given above in
the Luby-Rackoff construction, where

— On the first ¢ layers, we run the pseudorandom function F' using the i keys
Ky, K, ..., K
— On the i-th layer, run the oracle G,
— On the remaining 4 — ¢ — 1 layers, simulate a random function.
In the third case, when a new value for x is needed, use fresh randomness to generate

the random function at x and store the key-value pair into the appropriate data
structure; otherwise, simply return the value stored in the data structure.

So basically here we are individually considering the effect of replacing a Pseudo-
random function with a completely random function in the Feistel Network con-
struction.

When G is Fk, the algorithm A% behaves like A7 1; when G is a random function
—1
R, the algorithm AY behaves like A7+1Hit1 Rewriting (6),

‘PK [AFK() = 1:| — PR [AR() = 1” > €,

and this implies that F' is not (O(tr), €)-secure.
Since this contradicts our assumption of F' being (O(tr), €)-secure, we have the following
result with us by combining the triangle inequality for four hybrids.

)PK [APK’Pf?l() - 1} ~ Py [APR’P?() - 1] ‘ < de

4.2 Pg is indistinguishable from a random permutation

Let’s look at Lemma 3 for proving this part
Lemma 3 For every algorithm A of complexity < ¢, we have

‘PR |:APR,P1;1(> = 1} — Py [AH,H—l() _ 1] - 42 42

_22_m+2_m7
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where IT : {0,1}*™ — {0,1}*™ is a random permutation.

To prove this, we will apply triangle inequality on Lemma-4 and Lemma-5. A small
explaination word here, we say an algorithm A is non-repeating if it never makes an
oracle query to which it knows the answer. We shall prove Lemma-3 for non-repeating
algorithms. We can extend this proof to any arbitrary algorithm by simulating it using
a non-repeating algorithm with comparable complexity such that the algorithm and the
simulation have the same output given any oracle permutation.

Lemma 4 Let A be a non-repeating algorithm of complexity at most ¢t. Then

t2
=9 92m (")

‘PBM%:H—HJNmAO:q

where IT : {0,1}*™ — {0,1}*™ is a random permutation.
Proof of Lemma 4:

PIS(4) =1] = Py [A™1() = 1|
< P[when simulating S, get answers inconsistent with any permutation]

1
<——(1+2+--+t—1)

- 22m
() 1
_ 2/ 92m

t2
< .
—2.22m
Note that here we applied the idea of collision frequency coll(q, N) (equivalently Birthday
paradox) for proving the same.

Lemma 5 For every non-repeating algorithm A of complexity < ¢, we have

P [APnr () = 1] — Pl = 1] < & 4 £
‘R[ ()* - [ )*]—222m+2m

Proof of Lemma 5:

We define the transcript of A’s computation to consist of all the oracle queries made
by A. The notation (x,y,0) represents a query to the m oracle at point z, while (x,y,1)
is a query made to the 7~ oracle at y. The set T consists of all valid transcripts for
computations where the output of A is 1, while 7" is a subset of T' containing transcripts
which are consistent with 7 being a permutation.

We write the difference in the probability of A outputting 1 when given oracles
(Pgr, P;') and when given a random oracle as in S(A) as a sum over transcripts in
T:

’ P [ APRPR' () = 1 = P[S(A) = 1]] = (PF [APR’PEI() 1| - P[S(A) « T])

TeT

(4)



We split the sum over 7" into a sum over 7" and 7'\ 7" and bound both the terms
individually. We first handle the simpler case of the sum over 7'\ 7"

Z (PF |:APR7P§1(>%T —P[S(A)%TD — Z (P[S(A)(—T]);Q—Qm (5)

rET\T" TET\T"

This relation depicts all those transcripts which are consistent with a permutation.
S(A) makes at most ¢ queries to an oracle that answers every query with an independently
chosen random string from {0,1}?™. The probability of having a repetition is at most
(Z:;i Z) /22m < t2/22m+1'

Another case involves the transcripts in 7", which satisfy the criteria of a permuta-
tion,yet giving rise to an anomaly. Each x; can be written as (L?, RY) for strings L?, RY
of length m corresponding to the left and right parts of z;.Let the number of queries be
q’,bounded by 't’. The output of the construction after iteration k, 0 < k < 4, for input
z; is denoted by (LF, RF).

Functions Fy, F are said to be good for the transcript 7 if the multisets { R}, R?, ..., R{}
and {L}, L2, ..., L1} do not contain any repetitions. We bound the probability of F} being
bad for 7 by analyzing what happens when R} = R} for some i, j:

R; = L} ® Fi(R))

R} = LY@ Fi(RY)
0=L}® L& Fi(R)) & Fi(RY)) (6)
Since we cannot have repeated queries, equation (6) will be true only if Fy(R?) =
SP Fl(R?) for a fixed s and pair of distinct strings. This happens with probability 1/2™,

as the function F takes values from {0, 1} independently and uniformly at random.This

gives-
2
Pr, [3i,5 € [q], R; = Rj] < Samti (7)

We use a similar argument to bound the probability of F; being bad. If L? = L3 for
some %, j, we would have:
L} = R} ® Fy(L7)
L} = Rj ® Fy(Lj)
0=R®R; & Fy(L}) ® Fy(L}) (8)

By giving a similar argument we can say,

. t?
Pr, [3i,5 € [q), L] = Lj] < ot (9)
Equations (7) and (9) together imply that
t2
Pr, g, [F1, Fy not good for transcript 7] < o (10)

Since we have proved both Lemma-4 and Lemma-5 here, we can use triangle inequality
to obtain the expression for Lemma-3
1 a1 t? t2
‘PR AmmEt () = 1) = By [T () = 1| < o+ 3
Since we have proved both Lemma-2 and Lemma-3 ,this therefore concludes the proof
for Theorem 1



5 Reference Material
e Stanford Crypto Lecture 15 - PRF implies PRP claim
e Stanford Crypto Lecture 16 - Luby-Rackoff Analysis Proof

e Katz and Lindell Book (Second Edition) - Section 6.2.2


https://theory.stanford.edu/~trevisan/cs276/lecture15.pdf
https://theory.stanford.edu/~trevisan/cs276/lecture16.pdf
https://eclass.uniwa.gr/modules/document/file.php/CSCYB105/Reading%20Material/%5BJonathan_Katz%2C_Yehuda_Lindell%5D_Introduction_to_Mo%282nd%29.pdf
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